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Abstract—With cybercrime on the rise, the healthcare
environment has been listed as the top 5 of the most targeted
industries for information security breaches. This is due to the
current migration from physical to Electronic Health Records
(EHR). The challenges of controlling the database costs also
continue to escalate. As a result, measures such as Bring Your
Own Device (BYOD) policies are commonly utilized to minimize
costs and create convenience for hospital staff to use a device they
are more comfortable with. However, BYOD can be used as a
major entry point for gaining access to Health Information
Systems (HIS) by cyber attackers/hackers despite the struggles of
many hospitals to put in place effective mobile security policies.
Several researches have been done to show on how to create
effective mobile device BYOD strategies by using device
management, data security, medical applications, information
technology, education, policy, guidelines and a few others. But
there is still a lack of literature about BYOD policy development
in hospitals especially when it comes to Mobile Device
Management (MDM), policy evaluation, and mobile device
evaluation. To help address this issue, an MDM security
metamodels has been proposed to help bridge this gap of
knowledge between security professionals and shareholders
within the healthcare environment. With awareness to the
proposed solution, the elementary stage is to identify any existing
MDM models that have been created for BYOD in healthcare
and use the metamodel to represent some of the important
existing concepts. Therefore, the context of this research paper
aims to concentrate on improving existing BYOD security
policies through the awareness of these existing MDM concepts
that are represented through a metamodel syntax. This paper
aims to discuss important MDM security concepts from various
sources that have been used in healthcare, create a MDM

security metamodel prototype called MDMSec ver 1.0 for the
healthcare sector, using a selected metamodeling process, and
lastly, to validate the prototype metamodel through two
validation techniques.

Keywords—Bring Your Own Devices (BYOD), Health
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I. INTRODUCTION

Bring Your Own Device (BYOD) refers to an
organizational practice that allows staff members to make use
of their personal computing devices to access the organization's
network for working purposes (Rouse, 2012). In the context of
a hospital, it allows hospital stakeholders (researchers,
institutions, communities and individuals) to access healthcare
data with their own devices. Statistics taken from a survey,
which was conducted on 350 healthcare leaders in 2017,
indicated that at least 71% of them allowed BYOD to be used
in their hospital in some capacity (Spok, 2017). Consequently,
BYOD is also being used as a major point of gaining access to
Health Information Systems (HIS). Many hospitals are facing
challenges to put in place effective policies to mitigate these
risks such as breaches to sensitive data and the numerous
threats that come from malicious application. This is mainly
due to the difficulties that come with establishing and setting
strict personal device regulations that govern the protocols for
healthcare workers to be able to access data from health
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institutions in a safe manner using their personal devices
(Consoltech, 2019).

Some of the difficulties hospitals have with BYOD are due
to the security concerns that come with accessing sensitive data.
For example, there needs to be clear BYOD policies that will
enforce various data security issues, such as: validating the
type of data that can be transmitted, applying restrictions on
which applications can be used and what can be downloaded,
mitigating the threat of introducing malware onto the network
through adware, bots, rootkits, spyware, Trojans, viruses and
worms, and data theft and privacy violations (Esecurityplanet,
2018). A significant number of these incidents occur within
environments where there is a perceived lack of knowledge and
understanding towards security risks and 2 where the staff does
not proactively take measures to protect their devices, this is a
result of an absence of effective BYOD security policies and
device management practices (Curtis, 2014). Furthermore,
studies have shown examples of how to create BYOD
strategies and policies in hospitals using: mobile device
management, data security, medical applications, information
technology, education, policy, and guidelines, among other
things (Kadimo et al., 2018).

To help address this issue, Mobile Device Management
(MDM) software has been created to assist IT administrators to
protect, monitor and implement laptop, smartphone and other
devices to ensure that workers do not violate important policies
and that the data stays safe. MDM solutions have been around
for some time, however, these MDM solutions can still be
challenging to implement due to reasons such as: challenges
with BYOD, low user experience which can lead to employee
frustration and a willingness to avoid using the MDM properly,
data loss due to lost devices and theft, and a lack of skilled
workers due to low awareness levels about MDM components
(Customtec, 2017). Thus, for MDM solutions to work properly,
a big factor is that they need to be better understood by all
stakeholders before they can be applied more effectively. In
addition, to improve the awareness of MDM solutions, security
metamodels have been proposed to bridge this gap of
knowledge. Metamodels are used for formal naming and
defining. They are important because they help us to create
models that better study and identify the gaps and challenges
that exist in a targeted domain. The context of this research
project aims to concentrate on improving existing research on
building more improved BYOD security policies though MDM
systems. The objective is to explore the effectiveness of
existing

MDM security models that have been created in this
domain create a prototype metamodel and enhance the
metamodel. This paper consists of eight sections, Section I
(Introduction), Section II (Project Background), Section III
(Project Statement), Project IV (Metamodeling Techniques),
Section V (Justification of the Selected Approach in
Metamodeling Process), VI (The Metamodeling Process),
Section VII (Discussion) and VIII (Conclusion and Future
Works).

II. PROJECT BACKGROUND

The reason many hospitals are facing challenges such as
how to validate the type of data that can be transmitted, how to
apply restrictions on which applications can be used and what
can be downloaded etc. is due to the fact that most security
experts are lacking of security knowledge of how to create and
enforce suitable BYOD security policies to meet the unique
needs of their institution (Mace, Parkin and Moorsel, 2010). As
a result, hospitals will need to create more robust healthcare
BYOD policies (Donovan, 2019). With that said, building
more robust policies will require shareholders to have a good
understanding of the security concepts as well as having good
systems in place that can help to enforce effective security
policies that are relevant to the hospital domain. To accomplish
this task, MDM security metamodels have been proposed to
bridge this gap of knowledge as explained in Section 1.1.

The purpose of this paper is to provide an example of
applying knowledge reuse through a unified MDM security
metamodel. This research by software engineering practice is
called ‘Metamodeling’ (Brinkkemper, 1996). Through
metamodels, information security professionals will be able to
utilize these MDM models to answer complex problems and
display relationships across the domain. In essence, this is a
place where the components of a MDM security domain can be
defined in detail. By identifying these components we can
create metamodel patterns that help us to understand complex
MDM systems by making them easier to represent in models
(Brinkkemper, 1996). Therefore, the objectives are listed as
follows:

 To identify the important MDM concepts from various
models that have been used in healthcare.

 To create a MDM security metamodel for the healthcare
sector, using a metamodeling process.

 To validate the prototype metamodel through existing
MDM models that have been created using the
“Comparison to Other Models” technique.

III. PROJECT STATEMENT

Many hospitals are faced with challenges to put in place
effective policies to mitigate the threats that come with BYOD.
As explained earlier, some of these threats include introducing
malware onto the network, validating the type of data that can
be transmitted by a user’s device, applying restrictions on
which applications can be used and what can be downloaded,
amongst other things (Positive Technologies, 2019).
Implementing and enforcing effective security policies can
prevent many of these threats. MDM systems have been
identified as a solution due to their ability to enforce security
policies. However, one of the major challenges that come with
MDM systems is the lack of understanding about the important
components that belong to it and how they work. For this
reason, the paper proposes a MDM security metamodel
(Identity Management Institute, 2020).
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IV. METAMODELING TECHNIQUES

From a practical point of view, no matter which metamodel
is used, the sample size and distribution and the difference
between the metamodel and the actual feature are always a
concern for accuracy. Thus methods were under development
that can iteratively improve the accuracy of the metamodel
(Dennis and Torczon, 1996). Regardless of which
metamodeling technique is used for a specific problem, it is
observed that the modeling efficiency and accuracy are directly
related to the design space (i.e., the approximation space for
metamodels). Therefore, an iterative development technique is
advised. However, there are different types of development
techniques that can be used as discussed in Table I below:

TABLE I. METAMODELING DEVELOPMENT TECHNIQUES

Metamodel Technique Process
Blind Kringing Steps Included:

Conduct a background review of the
problem domain
Collect data of related topics
Gathering data and coding it
Developing a framework with
separated data

Test Driven Approach – Model
Development

Steps Included:
Identify domain concepts &
relations
Refine model
Write a test model
Execute the test model
Evaluate (informal) if successful go
to step 2, if not go to step 6
Identify refactoring (informal)

Learning by Doing Approach Steps Included:
Knowledge codes are analyzed.
Model validation is performed by
evaluating the semantic
correspondence between the two
metamodels.
The semantic agreement analysis
tests the distances of each build,
whether they have counterparts on
both metamodels.
In design execute a new iteration.
The iteration of the metamodel in its
creation and refinement process is
up to 18 times before the final
version is made.

Metamodeling Creation Process Steps Included:
Preliminary observation against
problem domain of study.
Identifying best collection of
models to suit research tasks.
Extraction of general concepts.
Short-listing candidate definitions.
Reconciliation of definitions.
Designation of concepts.
Creating relationships among
concepts.
Metamodel validation.

V. JUSTIFICATION ON SELECTED APPROACH IN THE
METAMODELING PROCESS (OTHMAN, 2014)

In the creation of a metamodel there are different types of
techniques, which can be used. Some of these techniques have
been mentioned in Table I such as the blind Kriging (Beer,
2004), the Test-driven Approach (Cicchetti et al., 2011), the
Learning by Doing Approach (Garcia, 2007), and the
Metamodeling Creation Process (Othman et al., 2014) are
more suitable for the development of a domain model based on
the review.

For the purpose of this study, the ‘Metamodeling Creation
Process’ applied by (Othman et al., 2014) was used to create
the MDMSec model. This technique is chosen and found to be
the most effective technique to use in the production of
MDMSec based on security because it relies on completeness,
performance, correctness, and adequacy in the production of
the metamodel (Othman et al., 2014).

For instance, in step 1 the process entails that we must
identify the best collection of models to suit the research task.
In this situation, the chosen models are based on a model
selection criterion.

Once various BYOD Security models were identified, they
were filtered through a model selection coverage criterion. The
basis of this model criterion was established using Guidelines
for Managing the Security of Mobile Devices in the Enterprise,
this is a publication created by the National Institute of
Standards and Technology (NIST). This publication provided
four key concepts for establishing MDM Security in an
enterprise, including that of a hospital. Furthermore, each of
the 30 models were examined based on their frequency
coverage to meet these four key concepts (Data
Communication & Storage, Application Security, General
Security Policies, and User & Device Authentication). For
example, the models that listed all four concepts were given a
‘YES’, while if any model did not meet this criterion of all 4,
or failed to mention MDM Security in any capacity, they were
excluded from the selection. The higher the value (1 - 4), the
higher the completeness. Thus, this is how the 10 models were
identified and chosen to represent the MDM Security
Metamodel (MDMSec).

VI.THE METAMODELING PROCESS (OTHMAN, 2014)

The Metamodeling process consists of three phases. Phase
1 consists of the Problem Identification Phase, Phase 2,
consists of the Metamodeling Development and Validation and
Phase 3, and is the application of the MDM Model. These
phases can be seen in Fig. 1 (below).
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Fig. 1. The Research Methodology in Three Phases

A. Phase 1: Problem Identification

Like many other model design methodologies, the
development of this metamodel begins with problem
identification. This is because the value of a proposed solution
is better understood when the problem is well defined. In fact,
the problem identification stage is usually seen as the most
important phase of a study. This is because it drives the
research questions and processes used to set the framework for
understanding the results of the study (Bryman, 2005). The
identification of the problem for this paper is the most
important part of the study. This reflected on the nature of
preserving data security by enforcing security policies through
MDM solutions. For example, they explained the need for
there to be clear BYOD policies that will enforce various data
security issues, such as: validating the type of data that can be
transmitted, applying restrictions on which applications can be
used and what can be downloaded, mitigating the threat of
introducing malware onto the network through adware, bots,
rootkits, spyware, Trojans, viruses and worms, and data theft
and privacy violations.

These chapters have identified the problem, proposed a
solution through the creation of a metamodel (MDMSec) and
identified models where the key concepts can be extracted to
create this model, and finally mapping out future
considerations for the study.

B. Phase 2: Metamodel Development & Validation

This phase of the study focuses on developing the actual
model. The important concepts are well defined at this point.
Before this occurs, 30 existing models that are related to
BYOD Security are examined, where 10 that are related to
MDM Security in Hospitals were selected. The selected
models also help by providing a basic understanding of the
MDMSec domain and the components that are frequently
presented through listed concepts. The development process
utilized from the beginning to the end was the ‘Metamodeling
Creation Process’ adapted from (Othman et al, 2014). This
process is defined as an iterative process, this means that the
process uses a systematic, repetitive, and recursive process
because it involves conducting a sequence of tasks repetitively
in an exact same way to refine the model. This process
consists of 8 steps, as seen in Fig. 2.

Fig. 2. Metamodel Development & Validation Process
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SAs prescribed by Othman et al, 2014, the process begins
with step 0. This entails identifying the problem. This step is
usually conducted in more detail during earlier stages of the
study. It relates to a lack of security awareness. Security
awareness is a fundamental component of information security.
A huge part of security awareness involves understanding. In a
nutshell, this is the importance of creating a metamodel for
MDM Security. This is because metamodels create a model
for people that come from various knowledge backgrounds to
better understand the terminology used in a specific domain.
In this case, the purpose of this metamodel is to create a
knowledge model that even employees’ that may not
necessarily have an IT background to be able to understand
their relationship with MDM and how they affect organization
security. Now that the value of metamodels has been
explained, the next section aims to explain the importance of
having MDM in modern organizations.

1) Step 1 – Identifying the Best Collection of Models from
BYOD Models

The metamodeling process begins with Stage 0, which is
the Identification of the problem. This step is conducted in the
earlier parts of the study and involves the collection of
existing BYOD Security models and identifying the best set of
models to use to create the metamodel. Once various BYOD
Security models were identified, they were filtered through a
model selection coverage criterion. The basis of this model
selection criterion was established using a Guideline for MDM
Security paper, which was a publication by the National
Institute of Standards and Technology (NIST). This
publication provided four key concepts (Data Communication
& Storage, Application Security, General Security Policies,
and User & Device Authentication) for establishing MDM
Security in an enterprise, including that of a hospital.
Therefore, each of the 30 models were examined using a
Degree of Confidence (DoC) and given a tick (✓), if all four
key concepts were covered with a (✓) then the model was
accepted. While the models that did not meet this criterion, or
failed to mention MDM Security in any capacity, will be
excluded from the selection. Thus, this is how the 10 models
were identified. The selected models used for the development
of the MDMSec.

2) Step 2 - Extraction of General Concepts

As explained in Step 1, the key concepts were identified
using an NIST publication which governs a standard for
creating effective MDM Security practices in Hospitals. These
concepts can be defined as key/common/general concepts as
they are important in creating the metamodel. From these key
concepts, we can ensure that we can create a model that is
consistent.

3) Step 3 – Candidate Short-listed Concepts

At this point we can gather all the concepts that were
extracted and make sure that their definitions are short-listed
and can be used to create a common definition.

4) Step 4 – Reconciling the differences between the key
concept definitions

Once the process of short-listing concepts has been
performed, the next step is to reconcile all the key concepts
(Data Communication & Storage, Applications, General
Security Policies, and User & Device Authentication) which
were identified. The reason for this is because the security
MDM models that have been selected were all developed by
different stakeholders (researchers, institutions, communities
and individuals). Therefore, when the concepts are closely
examined we can observe some differences in how they are
defined in each model.

5) Step 5 – Chosen Concepts are Designated into Phases

In this step the reconciled concepts from step 4 are
assigned to their respective sets and as a result, the focus is
placed on putting all the concepts that were extracted to each
of the four common concepts (Data Communication &
Storage, Applications Security, General Security Policies, and
User & Device Authentication). The Data Communication &
Storage is the phase that seeks to protect data that is in transit
or that is sitting on a storage device. The Application Security
phase applies measures of control, through strict security
checks as applications have access to sensitive data, and the
General Security Policies phase defines the security policies
that are put into place as guidelines for improving the behavior
and the discipline of the healthcare staff. Lack of such
measures leads to misinformation or misunderstanding, which
leads to bad practices in security. Finally, the User & Device
Authentication phase relates to the process used when a
user/employee tries to access the data and they must undergo a
verification process that can be carried out on the identity of
the user or identity of the device or both.

6) Step 6 – Identify the Relationships between Concepts

In step 6, the relationships between the MDM concepts are
determined. To do this the Unified Modelling Language
(UML) class has been used to establish the relationships.
When identifying relationships there are three types that are
used between concepts in a metamodel. These are association,
aggregation and specialization.

7) Step 7 - Metamodel Validation

The two techniques used to validate the model are through
an Expert Review Technique and a Comparison with Other
Models Technique. As the names suggest, the Expert Review
takes the feedback of someone that has experience with
working or providing a MDM security solution to a hospital.
While a Comparison with Other Models technique is
accomplished by identifying components or concepts that are
missing in an initial model by comparing them against other
models that are similar to that domain. In this case, the
research will use the most validated model MDMSec V1.1 and
identify other relative or similar models, which can be used to
enhance it. From the MDMSec V1.1 there were 69 concepts
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that were listed and used to create this model. The model was
then compared with other existing models to identify any
other missing concepts, where an additional 15 concepts were
added to enhance it to MDMSec V1.2.

C. Phase 3: Applying the MDM Security Model in a Real
Scenario

The purpose of this research is primarily to exchange the
knowledge of MDM systems being applied from various
models for the Hospital security domain. Through this
metamodel we are able to create a unified model language of
representation that can be used to share knowledge about the
important concepts that exist when managing a BYOD system
through the implementation of MDM security. The
development of this model should help bring clarity about the
existence of these concepts, what they mean, by means of
definitions and how they are connected through relationships.
This is the knowledge that can help towards improving future
BYOD security in a hospital domain. In phase 4, the
metamodel can be issued to users to apply it and further
validate its effectiveness towards knowledge language
distribution.

VII. DISCUSSION

In this paper two validations were performed. First, by
using an ‘Expert Validation’ through a questionnaire and
secondly, through a ‘Comparison to other Models’ technique.
For the first validation, two experts have given their feedback
through a questionnaire, which was then used to enhance the
metamodel from MDMSec v1.0 to v1.1. From the first
validation technique ten new concepts were added.

The second validation technique is to analyse publications
the publications that were produced by the NIST and NHS.
The aim was to identify missing concepts that could be added
or modified to enhance the MDMSec v1.1 model from
validation v1.1 to v1.2. The results obtained helped to identify
fifteen new concepts, which were added to the metamodel.
Besides adding new concepts, the overall model was refined to
show better clarity. Now that these two validation techniques
have been performed the MDMSec v1.2 model looks more
refined and clear. However, it is still not as perfect as other
BYOD models which can reflect concepts that are suitable for
a specific situation or environment. The next chapter of the
paper suggests how this study could be used for future works.

VIII. CONCLUSION AND FUTURE WORKS

There is a great potential of using Metamodels as a
knowledge base, as identified in this study. However, in view
of the study’s limitations, the following recommendations are
proposed for future research:

 Based on observations and experiences during the
process, it can be argued that there is still a need for a
better understanding of shareholders’ needs, especially
when it comes to the health care domain. Future
studies should be handled with a more formal and

active involvement with health workers as well as
security experts.

 Future studies can examine components that could be
used to further enhance the model for improved
accuracy. Especially because as new security threats
are identified, there will always be room for
enhancement.

 There are certain technology factors that need to be
determined in the planning stage of a future model, this
includes determining what kind of devices or operating
systems will be permitted to use inside the hospital,
what privileges will be provided to different types of
employees and which telecommunications provider,
authentication software or network security
technologies will be used. Choosing the right
technology depends on many factors, such as hospital
organizational capabilities, end-user experience,
clinical workflow integration and compliance with all
security requirements for litigation.

In conclusion, the paper aims to execute the development
of the metamodel. It validates the metamodel using two
validation techniques, firstly, through an Expert Questionnaire
and secondly, with a Comparison with Other Models
technique. and finally, it concludes the research of the paper
and addresses areas for future research within this field of
study.
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