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Abstract—Cryptography is one of the important components in
data and telecommunications, it is important when
communicating over any entrusted medium, which includes just
about any network, particularly the Internet. It is also one of the
important courses in Information Technology courses. For now,
students seem to be hard to understands because they are lack of
interest in learning this course. This problem is caused by their

awareness towards the application and the usage of cryptography.

In this study, a different approach will be used to open the
students’ eyes towards the importance cryptography and the
usage of cryptography application in their daily life to increase
their interest in cryptography along with their understandings in
cryptography. This study will focus on an approach that will
improve the teaching interest and their understanding of the
student by using case study and student-centered learning
approach which is the cooperative learning approach. A case
study is developed to carry out the tasks that will make the
students realized the importance of cryptography. In order to
make sure that the students’ get better understanding towards
cryptography, the cooperative learning practice will be
implemented. At the end of this study, the result from the
implementation of the case study and cooperative learning will be
analyzed and evaluated. The tasks of the cooperative learning
practice will be identified in this study and the effectiveness of the
practice will be measure based on the tasks given. Finally, the
effectiveness will be evaluated after the given tasks is finished.
This evaluation will be the final result of this study whether the
implementation of case study and cooperative learning practice is
effective than traditional teaching method or vice versa.
Keywords—Cryptography, student-centered,
learning, teaching method

cooperative

I. INTRODUCTION

Cryptography was a Greek word for "secret writing." It has
a long history going back for many years. Professionals make
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a separation between ciphers and codes. A cipher is a
character-by-character or bit-by-bit transformation. In
comparison, a code changes one word with another word or
symbol. Cryptography is the science of writing in secret code
and it is widespread in development of computer
communications. Cryptography is not only used to protects
data from being modified, but can also be used for user
authentication. In general, three types of cryptographic
schemes usually used to achieve these goals which is
symmetric cryptography, asymmetric cryptography and Hash
functions.

Cooperative learning is one of the teaching methods that
the new curriculum reform campaign for. This learning
approach was once described as “most important and
successful teaching method reform in the last decade.” Some
research has been done on cooperative learning and based on
the research, it discovers that cooperative learning enables
student to get benefits to exchange idea when they are solving
complex problem and giving them a better problem-solving
skill. Besides, cooperative learning enabling the student
involvement to communication and helps to develop the
individual’s views in problems solving.

In addressing the challenges in Cryptography course, a
new approach of teaching and learning must be considered for
increasing the interest of student and better understanding for
this course. Currently, one of the problems encountered is
teaching method and the environment. This research will
focus on an approach that will improve the teaching
environment and the understanding of the student by using
student centered learning approach.
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II. CHALLENGES OF CRYPTOGRAPHY TEACHING AND
LEARNING

To be a better Computer Science or Computer Information
System students and other information technology expertise,
better understanding of Cryptography is a must nowadays.

Lonsdale ef al. [1] stated that some of the computing
university  students having hard times in learning
Cryptography because there is not enough prerequisite
proficiency and not able to implement the concepts using their
programming skill set.

Gondi et al. [2] finds that one of the major issues in
Cryptography course is the complexity of the mathematics
used in encryption. He stated that one of the topics in
Cryptography course which is the Public Key Cryptography
concept will require the students to use the high-level
mathematical skill. He also finds out that the traditional
approach on teaching Cryptography is not effective.

In reality today, students finding it is hard to learn
Cryptography and one of the causes are the method of
teaching and learning the Cryptography itself. In order to get a
better result in teaching and learning Cryptography, a new
approach of teaching and learning need to be conducted
instead of using the traditional teaching and learning approach
to encourage students to get familiar with Cryptography
algorithm and let the students understand the application of
Cryptography.

Even though Cryptography is important and will be a good
use for the future of the students, there are challenges that are
needed to be overcome when it comes to this course. The
challenges are as the follows:

A. Student found it is hard to learn and practice
Cryptography algorithm.

This is because in Cryptography there is many algorithms
that are complicated and is deep theories required to be
understood in order to understand the algorithm itself.
According Hu et al. [3], this may lessen the students’
progresses in learning the cryptography algorithms.

B. Students need a high-level mathematical
skills

Gondi et al. also [2] stated one of the major issues in
Cryptography is the complexity of the mathematics used in
encryption. The traditional approach is not very effective in
teaching a course that are required the high-level mathematical
skills since it also need a student who master the mathematical
skills to make cryptography easier.

C. Insufficient number of class hour

Adamovic et al. [4] stated that Cryptography are related to
many other subjects that are related sciences like mathematics,
communications and computer science. It is not enough if this
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course is threated as the same as the other course which only
took around 48 hours per semester.
D. Students lack of experimental work

According to Adamovic et al. [4], the lack of the
constructive application of cryptography is the main causes
that let the students less interested in cryptography course.

III. STUDENT-CENTERED LEARNING APPROACH

A number of studies has been selected to discuss on the
effectiveness of a teaching method to student. In this study,
the chosen learning and teaching approach is student-centered
learning approach which is one of the most used teaching and
learning approach nowadays. There are many types of student-
centered learning and teaching approach like Active Learning
and Cooperative Learning but this study will focus on one
type of the approach which is Cooperative Learning approach.

Emaliana [5] carried a study to investigates English
Department student learning needs involving their attitudes
against student-centered and traditional teaching method. The
result of this study, she found out that this research provides
the teachers with many useful information on students’
learning requirements as an input to material planning and
classroom instruction practice. This study also demonstrates
the importance of a good understanding of the students. The
other findings of this study also proved that both teacher-
centered and student-centered learning should be implements
together to improving the teaching and learning process.

Gutman et al. [6] done a research the impact of Student-
Centered Learning technologies on professional Development.
He stated that the modern educational technologies may lead
to the effective organization. The result that they found that
the student-centered learning approach is very effective in
developing the that personality-activity character and a few
advantages that can make them fundamental to reach the
quality of education in various disciplines.

A. Active Learning

According to Demirci [7], active learning allows students
to give attention on creating knowledge with an emphasis on
skills that develop students’ way of thinking because of the
students’ active impact and involvement in the learning
process. He done an experiment on two similar classes and he
find out that there is significant difference between both
classes at the end of the experiment. The classes is divide into
two which is active learning class and traditional learning
class. The result showed that active learning approach is
significantly better than traditional approach both in students’
scores and attitude.

B. Cooperative Learning

Anderson [8] write two cooperative learning’s principles
as the following:
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a) Principles of Cooperative Learning

i. Positive interdependence - For activity that really need
cooperative skills because the group members must work as a
team to achieve their goal and not in competition with each
other, so that they fail or success together as a team.

ii. Individual accountability - The success of the group is
depending on the contributions of all group members which
making each of them accountable for both of their own
learning and contributions to the group as they need to.

He also stated that as the cooperative learning approach is
widely spread nowadays, it also faces the challenge of
adapting the teaching technique in large classes of young
learners. The challenges are stated as the following:

i. Differentiation in large mixed-ability classes.

ii. Preventing certain learners from dominating in group work.
iii. Encouraging communication when exams are knowledge-
focused.

IV. RESEARCH FRAMEWORK

In this study, a research framework is developed as a
guidance to carried out this experiment and helps to ensure
this experiment is on the right track. This framework also
provides supports for carrying out the activity for this study
and make sure that this study can be done within the expected
time (Fig. 1).

V. PHASE DESCRIPTION
Phase 1: Planning

At the beginning of this research started with the study of
Cryptography teaching and learning. The objectives of this
research are to identify and plan the tasks that are needed to
carry out for cooperative learning practice in cryptography
course, to measure the effectiveness of cooperative learning
practice in cryptography course based on the tasks that will be
given to the students, and to evaluate the effectiveness of
cooperative learning in cryptography course based on the task
given. In this phase, it will focus on review and study the on
the related existing research.

B. Phase 2: Design Implementation

During this phase the tasks for cooperative learning
practice is designed and developed. After the tasks is revised,
it will be conduct in the class. To measure the effectiveness of
the cooperative learning approach, there will two different
types of teaching will be applied to two different classes. One
of class will apply cooperative learning practice while the
other using the traditional teaching approach. The purpose of
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this tasks is also to determine the result between different
teaching approaches.

PHASEL PHASE2 PHASE 3

Planning Design and Implementation Result Evaluation

|dentify the parameters and
techniques in effectiveness
measurement

Specify research problem
and objective

Y

Design and develop the
1asks of cooperative
learning that will be given
tothe students

y result

Study the Cryptography
teaching and learning and

Data collection from the tasks

the implementation of
Cooperative Learning
approach

Y

Measure the effectiveness

lbetween traditional learning|
and cooperative learning

approach N
Conclusion of the

leaming

Y

Effectiveness comparison
lbetween fraditional learning
and cooperative leaming
approach

Literature Review

effecliveness of cooperalive

Fig. 1. The framework of Case Study and Cooperative Learning Practice in
Cryptography Course

C. Phase 3: Result Evaluation

This phase is the final phase of this research where the result
of this study will be summarised. The data collection of the
tasks given to the students will be evaluate and analyse. From
this phase, the effectiveness of the cooperative will be
determined based the result of the tasks.

VI. PROPOSED SOLUTION

In this study, a class consist of 80 students who is taking
Cryptography course will be divided into two section in
semester 1 session 2020/2021. Each section will be using a
different teaching and learning approach. On one section, the
traditional teaching approach while another section will
implement cooperative learning approach. The section that
implementing the cooperative learning will be given tasks that
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are specially design for this study while the other section not.
During this experiment, the class that implement the
cooperative learning practice will carried out the tasks given
based on the case study that has been developed. For the
completing the tasks, the cooperative learning practice will be
implemented to the students. The students also will be given
an assessment before and after the finished the tasks in order
to measure the level of knowledge and their understandings in
cryptography. The result from this experiment will be
compared with the other class that are not implemented
cooperative learning in the class.
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