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Abstract—A platform that enables users to schedule appointments
and connect with dentists is called the Dental Services System. The
bulk of appointment slot orders are placed through more
traditional channels, such phone calls, texts, or clinic entrances,
prior to obtaining treatment. When staff members are unable to
alter their status or take too long to provide information, schedule
a time, or complete an assignment, this might be troublesome.
Blockchain technology is a distributed ledger system that makes
use of mathematics, algorithms, encryption, and financial factors.
Blockchain's high-security design makes it safe, and the
immutability of the data stored there helps to increase public
confidence. Data storage databases that use blockchain technology
and include security features that permit the exploitation of
exposed user data are the main subject of the study. The
blockchain may be integrated into a dental service system because
of its excellence. The goal of this implementation of blockchain
technology into a Dental Service System is to guarantee complete
confidentiality while enabling authorized users to quickly create
and get permanent records when paired with an application layer.
The goal of this project is to create a tool that allows users to
schedule appointments while utilizing a blockchain for safe data
storage. In the end, this application will facilitate user
appointment scheduling while limiting third parties' access to user
data.

Keywords—Dental Service System, Blockchain technology

. INTRODUCTION

A healthy life is the foundation of an active and happy
lifestyle, and contemporary society has greatly profited from
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the enormous advances in medical research [1]. With each new
technology advancement, there are more hints available for
understanding the health issues impacting humanity. Some
difficulties may be surmounted, such as the fact that some
dentists still utilize an antiquated system that requires them to
manually record and save all patient data in paper files. In order
to schedule an appointment for treatment, the patient or dentist
must also send or receive a private message. Therefore,
educating patients, providing information about required
treatments, and streamlining doctor-patient contact are the most
effective ways to create beneficial dental applications.
Blockchains are distributed ledger systems that keep track of
transactional information in an encrypted digital ledger with
linked blocks. Since data is spread throughout a network of
replicated, synchronized databases, it provides unequalled
protection. Updates are broadcast across the network, and users
may only make changes to the blocks to which they have
access. Each entry is time- and date-stamped. Satoshi
Nakamoto defined the first blockchain in 2008, and it was used
as the underlying technology for Bitcoin [2, 3]. It has been
shown that blockchain technology enables the creation of
trustless systems in which no one authority prevails, while also
generating a traceable data provenance that can automatically
detect any data alteration and giving an immutable ledger that
is accessible to all stakeholders [4].

A blockchain-based dental service system is an application
that will assist with the upkeep of dental records, the provision
of high-quality patient care, and the monitoring of the offered
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treatment. Additionally, this will contribute to an improvement
in practice revenue, patient happiness, operational efficiency,
and visitation frequency. The storing of user data by an
enterprise is more securely done when blockchain technology
is included into mobile applications. This strategy is superior
than utilizing a normal database since it is difficult for
unauthorized parties to access current user data.

Practitioners have used computerized patient health records
more frequently recently. Effective patient and dentist
communication, long-term management of oral hygiene, and
regular dental visits are all requirements for traditional dental
care. When management chooses manual or traditional data
input, it becomes ineffective. Patients who need to make an
appointment can walk in, use WhatsApp, or phone the dental
clinic's customer care line. It is inconvenient for patients to
schedule appointments when they have to search the whole
platform to find a time slot that is open for a certain month.
Then, information on the clinical examination, diagnosis, and
course of therapy is frequently included in dental records for
patients. Following treatment, the dental assistant finds it
difficult to manually schedule visits and enter patient
information.

It is also inefficient when a patient has to visit a different
dentist office without a record to follow their treatment. For the
provision of high-quality medical treatment, clinical staff must
be able to gather and maintain accurate dental records. In order
to give the greatest patient care and track the patient's
subsequent treatments, it would make it easier to maintain
dental records. The purpose of this project is to develop a dental
services application that automates data security and stores
patient records securely using blockchain technology.

1. LITERATURE REVIEW

Dentistry currently has a good chance of defining the
standards and technologies it will use in the future and deciding
how to apply them. According to the EHR standard, a totally
electronic patient record is referred to as an "electronic health
record.” Automated Patient Record, Computerized Medical
Record, and Computerized Patient Record are a few examples.
The idea of an Electronic Health Record, however, is not
dependent on any particular technology or modes of
presentation, such as a flowchart or screen.

Electronic Medical Records (EMR) and Electronic Dental
Records (EDR) are collections of patient information that are
arranged to provide knowledge to the practitioner, other
authorized users, and, in certain situations, the patient.
Additionally, non-EHR data such as the standard values for
laboratory tests may be uploaded by individuals. Another way
to think about the EMR and EDR ideas is to mix EHR extracts
with other crucial data. EHRs frequently make use of a range of
technologies or standards since the healthcare system need a
specific, long-lasting structure.

Moreover, it also has to be able to transfer data or
information to network organizations, such as screenshots or
pictures as well as connect with the interfaces required to
produce, administer, and store electronic health records [5]. The
dental record includes comprehensive descriptions of the
patient's symptoms, medical examination, diagnosis, treatment,
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and care. It appears to be a legal requirement for the delivery of
high-quality patient care that clinical practitioners be able to
establish and maintain accurate dental records.

Interest in this novel idea has grown significantly with the
creation of blockchain technology as a distributed ledger
system in 2008. Experts have noticed a rise in interest in its uses
outside of cryptocurrencies in recent years since it is well-
known as the foundation of the Bitcoin cryptocurrency [2, 3, 6].

Blockchain technology is composed of a few fundamental
concepts that have distinct qualities and are strongly tied to
pressing healthcare challenges. Distributed ledgers, such as
blockchains, are used to record and keep track of consecutive
transactions. By using this structure, the data is protected from
potential hacker attacks and tampering by blockchain users.
According to [7], each chain record contains random data in
addition to accurate information about its creation date and the
cryptographic signature of the chain record that came before it.

Each block's data may be encrypted, making it accessible
only to those who have the relevant cryptographic keys. Every
digital object has a signature, also known as a hash, which is a
string of letters and numbers formed cryptographically and has
a specific length. Any digital item may be uniquely recognized
by its signature, which is a string of characters and integers
formed cryptographically and has a predetermined length.

This system development includes a number of current apps
in an effort to lessen the burden at the dental clinic. In order to
establish the safe approach in this system and make it
trustworthy and realizable, there are a few observations on
present apps that highlight their differences and the security
provided in those applications. The advantages and drawbacks
that are essential for the business to develop this project are
included in this comparison. These techniques have been used
to maintain delicate medical data and test result characteristics
[8].

The systems were designed to do away with the problems
with paper health records and offer a workable substitute to
revolutionize the healthcare sector [8, 9]. Technology
improvements that optimize the use of current technology to
streamline workplace operations and increase efficiency have
made some sectors, including healthcare, more convenient and
productive.

Every dental office experiences the same issues, such as a
lack of a system to maintain patient data and make
appointments. Many of them maintain documents in files the
conventional way and do not employ paperless work since
everything must be recorded on paper. The effectiveness,
security, structure, and flexibility of this electronic health
record system were all lacking. As there were several copies of
the patient's medical records at each facility where he received
treatment, it also had to cope with redundant and duplicate data.
A patient must spend a lot of time and go through several steps
in order to check his medical data. In this situation, many
methods are created in order to enhance the healthcare sector,
improve security, and save costs. According to [10, 11], the
system is a crucial part of the healthcare sector because of its
broad functioning.
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A. Oral Health System

For a population to be promoted, strengthened, and
maintained in good health, healthcare measures are crucial. A
professional health service can identify risk factors for future
sickness and illness, educate people about probable illnesses so
they can help with their treatment, and help them understand
how controlling these factors may help them retain a high
quality of life. Modern technologies may also be available in
these institutes or clinics. Health services in underdeveloped
nations are mostly concerned with providing emergency
treatment or age-specific therapy. The ideal approach will allow
communities to foster healthy settings [12]. The principles and
recommendations of the top national and worldwide public
health organizations would be followed by a perfect oral health
care system.

It would also include the most recent findings in clinical and
public health research. The amount of data that healthcare
organizations currently possess is enormous, and in order to
provide value-based patient care and to digitize the
environment, automated data storage is required rather than file
systems. Medical information includes electronic health reports
with patient data, medical records, advice from physicians,
analytical documents, therapeutic images, pharmaceutical data,
details on health insurance, and content from media platforms
and treatment journals [13]. It is typical to think of oral health
systems as completely functional and structured. Massive
databases are continuously created by the collection of health-
related data, and real-time application access occurs at
breakneck speed [14].

Dental professionals and experts have started utilizing
smartphone applications, just like the majority of other medical
specialties. Many dental care facilities now use smartphone
technology in their operations and treatments. It's not surprising
that there are currently a number of outstanding applications
available for dentists and other dental care providers that
provide remarkable value and use. Dental care providers will
also use mobile applications to provide products to patients
more quickly, more affordably, and with consistent supply
availability.

B. Dental Care with Cloud Services

A new application that is dependable, competent, and useful
across a wide geographical region was produced by combining
the mobile device solution with cloud services. Because they
allow for contact between patients and their referral sources,
mobile technologies, cloud services, and cloud networks are
essential. Medical information needs to be appropriately
protected in addition to the security issues already stated in
order to maintain the reliability of the healthcare system.
Patients won't favour cloud-based apps if they are unsure about
the security of their medical data, which may be useful for some
patients. Instead, their data will be stored locally.

The great majority of cloud service providers carry out their
own security assessments to safeguard their systems and data
[15]. Health-related information is regarded as private as it is
thought that personal information about persons is sensitive. It
has been shown that speed is an important factor to take into
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account when evaluating the performance of cloud-based
technologies in order for a system to work successfully with
cloud-based apps [16].

C. Implementation of Blockchain

Blockchain technology has applications in the health sector
since it offers a high level of security, prevents data loss, and
can win over the public's confidence. A blockchain is a system
of interconnected blocks that grows as more transactions are
added. This platform provides a decentralized method for the
dissemination and joint ownership of information. According to
[17], it is allowed to store patient medical data on electronic
devices since recent developments in technology have made
patient data security a major focus in the healthcare sector.
Blockchain-based systems are supported by decentralized peer-
to-peer networks that store batches of hashed transactions to
increase their security. Blockchain technology might work best
in the healthcare sector [18]. According to [17], since
technology advancements in the healthcare industry have
elevated medical data security to a top concern, it is preferable
to retain a patient's medical records on blockchain.

The blocks that make up the blockchain network are joined
to the genesis block via broadcast or current blocks. The blocks
are transmitted to the network after the gathering of event data.
An ever-expanding list of blocks of ordered transactions that
are routinely reconciled to guarantee data accuracy is
maintained on the blockchain, a decentralized computer
architecture. Only one block may only be added to the
blockchain at a time in order to maintain consensus throughout
the whole decentralized network, and each block is
mathematically verified using cryptography to ensure that it
matches the sequence established by the preceding block. [18].
After that, the blocks are joined together and become
immovable. Events are parts of blocks and represent the time
between the generation of a request and the broadcast of the
block onto the blockchain [19].

D. Current System Analysis

Smartphones and applications have contributed to the
growth of healthcare technology in recent years, altering
research techniques, information availability, and professional-
patient communication [20]. An extensive record of the
patient's condition, medical assessment, recuperation, and
administration is kept in a dental system. The study's findings
showed that specialists were mostly focused on figuring out
how practically to utilize, produce, and assess this cutting-edge
dental equipment, especially that which was meant for clinical
usage [21].

Law requires dentists to keep accurate medical records on
file. Due to the public's perspective of healthcare-related legal
concerns and the worrisome increase in malpractice lawsuits,
every physician has to have a complete understanding of the
challenges associated with dental records. Every planned
appointment must include open communication between
patients and dentists, especially for those who have just had an
expensive dental prosthesis fitted. Legally, clinical practitioners
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must be willing to establish and maintain correct dental records
in order to provide high-quality medical treatment.

By providing adequate care on time, it assists patients in
avoiding needless travel, increases the effectiveness of dental
time, and reduces the failure rate of the dental prosthesis [22].
Today's use of dental appointment scheduling software is
demonstrated by a number of systems, including Dental
Calendar, Dentrix Ascend, and Dental Monitoring. Although
each of the three strategies has pros and downsides, this one has
less factors to take into account. The software package offers
various chart types in addition to applications for scheduling,
reserving, obtaining medical histories, performing physicals,
and monitoring treatment plans.

The Dental Calendar app is a mobile application that allows
patients and dentists to keep track of their appointments. It can
be installed on their smartphones or tablets. The app
automatically contacts patients one week prior to each
appointment to check their availability and remind them of their
appointment [22]. Through the app, patients can take a photo of
their oral cavity and send it to the dentist via cloud services, and
get confirmation whether they will come to the clinic on time.
Dentists can reschedule the appointment for patients if they are
unable to come to their appointment.

A cloud-based dental care service called Dentrix Ascend
provides dental treatment. The software package includes
programmes for scheduling, reserving, getting medical
histories, performing physicals, and monitoring prescription
regimens in addition to new chart designs. The user may add
clinical notes and choose a pop-up message to display on the
chart when it is opened. The appointment scheduling for benefit
assessments is made easier by the software used for treatment
planning.

A dental practice management solution is beneficial for a
number of factors, such as the availability of support through a
variety of channels, the capacity to streamline front-end
procedures like check-in and check-out, and the capacity to
generate personalized performance reports that give clear
insight into a practice's success and potential improvement
areas [23]. Each user has access to their payroll, subscriptions,
and needs for payments, insurance, and collections. It will keep
an eye on the various medical payments, including Medicaid
and healthcare reimbursement, as well as the perks.

Users can control access for particular people or groups
using a permission model. The platform is compatible with
eClinicalWorks, Epic, and Allscripts, among other services.
Dentrix Ascend provides three unique channels for customer
service: internet messaging, text messaging, and the telephone.
Pricing structures vary depending on the choices of clients.
Benefits would accrue to a variety of facilities, including
surgical facilities, small local community healthcare facilities,
state correctional facilities, and larger institutions (government)
facilities, that are large enough to offer a range of services and
are aiming to reduce costs to facilitate maintenance.

Dental Monitoring is the official application for
administering their practice, collecting patient information and
appointments, and maintaining health records. The function
includes schedule recording, customer database formation,
patient reminders, and a financial statement. Additionally, this
app lists the services offered in the dentist office so that the
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customer is informed of the cost and may bring enough cash to
cover a specific amount of time. The most entertaining means
of providing interactive oral care are these applications that
help people create dental care routines. They also have a sizable
market share. The dental assistant also provides a complete
patient history, details on the patient's diagnosis, and details on
any prior treatments. It also makes it simple to track the medical
equipment and diagnostic data used during dental
appointments. As a result, more people are regularly utilizing
dental care applications to check on or otherwise enhance their
oral health [24]. Table | provides a comparison of existing
systems.

TABLE I. THE COMPARISONS BETWEEN THE EXISTING SYSTEM

Dental f Dental

Calendar Dentrix Ascend MAniioring
Appointment
Management Yes No Yes
Confirmatio
n/ Reminder Yes No Yes
;223:; Can record Can record and Can record and
Management and not secure not secure not secure
Star Rating No No No
System
Information Yes Yes Yes

There are differences between the system that is in place and
the system that will be built, such user-requested services and
features. These features and functions illustrate the distinctions
between the system's functions and can facilitate the
development of a more user-friendly system.

E. Digital Technologies on Dental Practise

The use of digital dental technology and the manner in
which it is used have an impact on oral health care. The
timeliness and application of digital advances in dentistry are
influenced by dental procedures, dental practitioners, and
patients' experiences with oral treatments. This section
examines the impact digital technologies have on dental
practice. The dentist's ability to adapt to innovation and the
impact of technology use is significantly influenced by his core
beliefs about the dental profession.

Due to technology improvements, this basic part of
professionalism will be reconstructed. Dental professionals,
dental procedures, dentists' perspectives and actions, and the
features of users' acceptance of new technology may all be
impacted by technological aspects. These impacts must be
considered and discussed when bringing innovations and
applying new technology in dentistry. For the development of
the Dental Service System, the following technologies are
suggested: Flutter, Android Studio, Android Emulator,
Solidity, and MetaMask.

Across creating natively built, visually pleasing apps from
a single source of code for mobile, web, desktop, and embedded
platforms, Google offers the Flutter SDK. Flutter offers a
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framework, native performance, adaptable user interface, and
rapid development. It may also be easily customized. The Dart
programming language will be used in this Flutter for both
desktop application development and application development.
The open-source project Flutter is hosted on GitHub and is
developed by Google and the community [25]. The Flutter
framework is composed of the Dart programming language, the
Flutter Engine, and the Foundation Library, which offer the
application's fundamental classes and functions. Google
provides visual widgets and guidelines for human/system
interfaces and Material Design.

An Integrated Development Environment (IDE) called
Android Studio assists in designing an application's user
interface. It provides a real-time glimpse of the 16 designs that
are created for each screen. A computer may simulate or run an
Android application using this Android Studio's Android
emulator. The creation of this system is made possible by
Android Studio's wide range of tools and quick application
execution.

It incorporates the integrated development environment's
code editing and developer tools and is based on IntelliJ IDEA,
a Java-integrated programming environment for software
development. Android Studio is a tool used to create Android
apps. It integrates with GitHub and includes code templates, an
emulator, and a Gradle-based build system. Every Android
Studio project should include at least one mode with source
code and resource files. This category includes modules for
Android apps, libraries, and the Google Application Engine.

Android Emulator emulates Android devices, which is
useful when developing javascript-based applications because
it permits the usage of several device kinds and Android API
versions. In the emulator, nearly all the functionality of an
Android smartphone is available. This programme includes
hardware sensors, Google Play Store connections, a graphical
user interface for managing incoming calls and texts, and more.

A smart contract is a contract that is legally binding and
written in computer code between a buyer and a seller. The
smart contract is available through flutter and implementable
on the Ethereum testnet. Using the Remix IDE platform, a
simple smart contract may be developed in solidity.

MetaMask is an app-accessible wallet that provides access
to the Ethereum Node or blockchain. The wallet's private key
stores information on a distributed ledger, and the private key
grants ownership of the digital asset or tokens.

Il.  METHODOLOGY

System development methodology was a framework for
constructing an information system that required planning,
structure, and controls. Depending on the numerous technical,
organizational, and project tasks, each of the available
techniques must be adapted to this project in order to ensure its
smooth progression.

For the app development stage of an iterative and quick
software life cycle, the agile SDLC methodology uses
progressive and iterative methodologies with an emphasis on
adaptability and user loyalty. This strategy includes a
comprehensive action plan for initiating, planning, sustaining,
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and enhancing system development and modification in order
to enhance the specific system.

The project management employed a conceptual model to
specify the steps that were involved in knowledge creation,
beginning with the original design process of the framework
and continuing throughout the framework's existence. Each
step had its own conceptual model. The best development
framework for this system was the agile methodology. The
agile technique provides for process repeat in the case that an
issue arises within a loop. This was necessary to make sure that
every activity was carried out completely and perfectly. The
plan might make it easier to implement the system such that
each stage reduces the likelihood of errors occurring as the
programme advances. Agile focuses on producing work in
manageable chunks with the goal of improving responsiveness
to changing needs.

/ ‘ TESTING <
4

DEPLOYMENT |

— | DEVELOPMENT |
1 AGILI I
METHODOLOGY
[ REVIEW ‘ ol \ DESIGN
\ o -
REQUIREMENT | /

Fig. 1. Agile Methodology

A. Phase 1: Requirement

In this agile method for project formulation, the
development process started with the requirements phase. Its
goal was to collect data from stakeholders on the requirements
necessary to construct the product in line with customer
expectations and to develop a user story-based vision. The
functionalities, performance standards, and other criteria that
the product must meet in order for the client to accept it are
established during the requirements phase.

These specifications act as the basis for the next steps of the
expansion process and as criteria for client acceptance. The
requirements-gathering document was built using the data
acquired during the requirements phase as the basis.

In this project, it would be necessary to design and pinpoint
the user-required features in order to make sure that the
application being created is appropriate for the given
circumstances. Data was gathered to determine if this Dental
Service System was required, as well as whether users and
practitioners would find it helpful and efficient. Additionally,
this phase would result in a plan outlining the completed tasks
and the deliverables with a suitable anticipated completion date,
identifying potential products that might support the project's
progress.
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B. Phase 2: Design

After acquiring the necessary data to answer the stated
problem, the system was designed based on the specified
criteria once the requirements had been met. Both patients and
dentists were intended users of this programme. The dental
service system should be developed throughout this process
based on the user's requirements and preferences, enabling the
user to make optimal use of this feature. This Design phase
would include the design of an intuitive, built-in user interface
that demonstrates the system's functionality. Then, during this
step, a UML diagram must be designed to visually represent a
system in order to comprehend the system.

C. Phase 3: Development

This stage was essential to the creation of an application that
was generally well-designed. The translation or implementation
of the dental service system created during the design phase
depended on this. The framework might then be evaluated as a
programming language and computer code. In order for the
developed system to perform correctly, it must be error-free and
adhere to the stakeholder's specifications. The development
phase would contain three components. These three elements
might be used to build the framework for this dental service
system, taking into account user stories and customer
expectations in order to meet the system's priorities and
objectives as well as the needs of the users. Database
development, application programming, and system testing are
the three components.

During this phase, Ethereum smart contracts written in the
Solidity programming language will be constructed. Then, a
MetaMask wallet will be built for a dentist in order to connect
with an Ethereum smart contract and conduct a record
transaction.

D. Phase 4: Testing

This step served to confirm that the programme was bug-
free and compliant with all previously discussed elements. This
executed a set of tests to confirm that the code was error-free
and that the business objective of the solution was met. During
iterations, testing expanded to encompass system integration,
interoperability, and user acceptance testing in addition to
functional testing. The purpose of testing the dental system was
to validate the functionality of each component. If a fault was
detected during the servicing of the system, it may be changed,
fixed, and retested. Patients as well as dentists were testing out
this device. There are two techniques to assess the system's user
requirements:

i. Technical

evaluated.

ii. Evaluation of features that are both functional and

non-functional.

This might be stressed to make sure the tool is user-friendly
and fits their needs. This stage of testing is very important since
it establishes if the normative requirements, such as Dental
System Integration Specifications and Device Design
Specifications, actually suit the demands of the customers.

characteristics of the system are
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E. Phase 5: Deployment

The procedure needed to bring the dental service system
into production was the deployment phase. The Dental Service
System had been introduced and was ready for release at this
point. In other words, this ensures that the commodity is
immediately accessible to everyone who requires it. After
completing a comprehensive analysis of all requirements, it is
necessary to follow a number of implementation processes to
guarantee that the code and technologies have been
appropriately deployed.

F. Phase 6: Review

The final part of the agile technique was the Review phase.
After the completion of the preceding phase, it would examine
the progress made towards meeting the requirements. This
phase was crucial to the development of a Dental Service
System since it helps to uncover problems after
implementation. During this phase, it was determined that the
established requirements could be transformed into a
comprehensive system based on the specified characteristics.

IV. REQUIREMENT ANALYSIS AND DESIGN

A. Requirement Analysis

Requirement analysis entails a technique for gathering
information about the user's desired services and the system's
operation prior to creating and deploying the system. To
determine the overall design, the architectural requirement
analysis was required. Determining an appropriate requirement
analysis would lead to a good design definition, and system
design should be sufficiently precise to guarantee that all
project needs are testable, quantifiable, and able to be stated
with the precision needed for system design [26]. For each
component of this Dental Service System architecture, multiple
diagrams were presented. Use case diagram and class diagram
are examples of these diagrams. The significance of this picture
is in its capacity to aid the user in comprehending the varied
patterns of functionality.

i. Use Case Diagram

Dental Service System into Blockchain Environment

Dentist

:

2 \

:

Patient

1
3
a

Fig. 2. Overall system features and actor involvement
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ii. User Class and Characteristic

Table Il provided specifics on each user's attributes inside
the Dental Service System. The patient, dentist, and dental
assistant were among those who used the Dental Service
System.

TABLE Il. USER CLASS AND CHARACTERISTICS

No User Classes and Characteristics

Patient

Descriptions

Appointments can be made for patients using this method. The
patient may easily choose a comfortable day and time for scheduling
with this system since they can explore all of the available time slots.
Patients may receive information from a clinic on costs and protocols
for receiving medical care. The patient will get a message alerting
1 | them that the booking was successfully completed when the
appointment is confirmed.

Function Used

1. Book an appointment

2. Check available times and dates.
3. Notification

4. Give feedback

Dentist

Descriptions

All appointments made by Patients are visible to the dentist.
Additionally, the dentist could be able to record and save the
2 | patient's therapy.

Function Used
1. Check the Appointment list.
2. Record Availability

iii. Class Diagram

T

Record_History

+record_history:

string =
e ’ Personal_info
+previous_dentist: Record
string +username: string Treatement

+ record_id: char

+ dentist_id: char

+ treatement: string
+insert():bool

+ update():bool

+ delete():bool

+ addRecord(): string
+addTreatment():
string

+ treatment: string
+ getRecord(): string
+ update(): bool
+delete(): string

+address: string
+contact_no: string
+email: string

+ create(): bool

+ update(): bool

—

Patient

+treatment_id: char

+ treatement: string
~——> +insert():bool

+ update():bool

+delete():bool

Schedule

+ startTime: Time
+endTime: Time

+ patient_id:char Dentist

.a;_woimmem_status: [+ dentist_id: char :fiiler;D?;e l
S""‘z' i +appointment: string i :‘s:a‘g(')_::nl
Emosia oy +create(): bool P & .
string + getScheduled():

+update(): bool
+ record|(): string
+ delete(): string
i ist(

string

+addTime(): Time

‘ +addDate: Date

+ create(): bool
+ update(): bool
+ make_: i
bool ‘

): Patient

+ patient_id: char +addRecord(): Record

.

Register User_Login

| + email: string
+ firstName: string
+username: string
+ address: string
+getUsername
(username: String)
+getEmail(email:
String)
+getPassword
(password: String)

+ email: string
+ password: string
+
getUsername(userna
L . me:sString)
+

Appointment

| + appointment_date: |
date
+ appointment_time:
time
+ schedule: Schedule

etPassword(passwo
& Word(passwor +insert{):bool

d: String)

+ :
+ getScheduled():
string
+delete(): bool |
+makeAppointment():|

| Boolean

+getAddress(address:
String)

forgot_password
+email: string
+verifyEmail()
+ getEmail(email:
string)

Fig. 3. Class Diagram

53

This system's class diagram is depicted in Fig. 3. This system's
class diagram served as a structural model, describing the
system's objects, attributes, and interactions between them as
well as how different object-classes work together.

B. System Architecture and Design

The system's overall architecture will be covered in this
section. As can be seen, there is a complete architecture image
of the system, and it is possible to determine how this
blockchain works and communicates with other applications
like database, backend server and etc.

Blockehain
Database

Dentist = 2 L Acknowledg
— LJ—[2
a Application o
Patient
End User
Medical Transaction
sent verification
Fig. 4. Overall System Architecture

This system's general system architecture is depicted in Fig.
4. Two users, a dentist and a patient who served as the
program's end user, had access to it. Sensitive data would be
sent or entered into the system by the end user, and it would be
safely stored in the database. In conclusion, the blockchain is a
decentralized ledger that included a variety of services capable
of validating and committing fresh blocks. The application
backend server was in charge of maintaining proper records and
protocols, which contributed to the data's validity and security.
As a result, disagreements amongst parties prevented them
from coming to a consensus. A hash is automatically included
when a block is created, and any modifications to the block also
modify the hash. Hashes therefore help in the detection of block
tampering.

C. Ethereum Smart Contract Design

<<struct>>

Record

record: string
numRecord: uint

<<contract>>

Appointment

+owner: address

+ appointmentName: string
+patients: Patient[]
+records: Record[]
+totalCounts: uint
<<modifier>>owneronly

<<struct>>

Count

name: string
authorized: bool

<<constructor>>startRecord{_appointmentName): string whom: uint
<<constructor>>addPatient(_patientName): string
<<constructor>>addRecord(_recordName):string
<<constructor>>authorizeRecord(_recordAddress):address
+getNumPatient():uint <<struct>>
+cou_nt():u|n: - - Patient
+patientinfo(uint): Patient
+recordInfo({uint): Record name: string

¥ numPatient: uint

Fig. 5. Class diagram for the Solidity Smart Contract
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Fig. 5 depicts the UML diagram for the Solidity Smart Contract,
which consists of four components: the contract named
Appointment, the struct Record, which is related to the contract
because it contains an array of objects of type Record, the struct
Count, which is related to the contract because it has a function
with the type count, and the struct Patient, which is related to
the contract because it contains an array of objects of type
Patient.

MetaMask Wallet

. ..
—

Connect

Owner Contract
Create

t—‘\‘ Transaction a
=

Transaction

Include into block @

4 Ea"...."'@

Blockchain /
Ledger

Smart Contract

T Interact
Add Data Interact
R —

Dentist DApp

Infura

Fig. 6. Flow Diagram for Deploy Smart Contract and Dentist Add Data

The overall structure of how the contract owner deploys a
smart contract and how the dentist adds data to the blockchain
is depicted in Fig 6. Before the contract can be used, the
transaction must be signed by the contract owner who will
connect to the MetaMask wallet to inject the JavaScript library
web3.js. Next, the contract owner will use Remix IDE to
construct a smart contract in the browser, compile it, and finally
deploy the contract. A contract that has been successfully
deployed exposes transaction data and a transaction hash to the
Remix IDE terminal. By passing the contract through
Etherscan, the contract owner may verify that it has been
uploaded to the blockchain. As the contract contains an array of
objects of type Patient, the contract is related to the struct called
Patient.

Additionally, dentists can add information to the
blockchain, such as patient records. The diagram depicts the
interaction and flow of data processing in a blockchain. In the
beginning, the dentist will enter the data into the application,
which has been linked to the dentist's MetaMask wallet. Infura
will be utilized as the interaction between the Smart Contract
and the Decentralized Applications (DApps). When the dentist
delivers the data, the smart contract is updated and a new
transaction is added to the blockchain.

Although this system are using Blockchain, the Blockchain
network used is private network whereby, the data ledger is not
share to all like a public network. Only invited user can see the
ledger.

V. IMPLEMENTATION AND TESTING

A. User Interface

The interface design of the system to be constructed is
determined by the outcomes of the system analysis and the
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variety to be constructed. The following are menu layouts
created on the Dental Services System.

Welcome to Denteeth
Easy Booking Apps

Login

©

Don't have an account? SIGN UP

Fig. 7. Welcome Page Fig. 8. Login Page

Fig. 7 displays the interface of the Welcome Page. Before
dentists and patients may log into the system, they must pass
through this phase. This page is the primary user interface. This
interface will appear when the patient and dentist select the
Denteeth icon.

Fig. 8 illustrates the login page. Both dentists and patients
will utilize the login interface. After clicking the login button,
the dentist and patient will be taken immediately to the login
page. In this section, the dentist will use the provided email
address, and the patient will log in using the email address that
was entered during the prior registration process. The option to
toggle password visibility is shown on the right side of the
password text field.

Then, if the patient forgot the password for the registration
portion, the lost password button would be located at the bottom
of the password text field. Patients will then see a login button
that will take them to their homepage.

Best & Worst
=, Foods
< Py veer N

Fig. 9. Homepage
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This application's patient and dentist homepage is depicted in
Fig. 9. On this website, readers may find a variety of dental
care-related information and advice. Users can scroll down to
peruse the available information. On this page, the user can see
the menu button icon on the left, and by clicking the icon, the
menu bar will appear, displaying all the application's functions.

()

Azrie
raziazrie97@gmail.com

Information

2 Profile

=] Appointment

Patient List
© My Appointment

Log Ot
& Rate App

Log Out

Fig. 10.  Patient’s Drawer Page Fig.11.  Dentist’s Drawer Page

This Fig. 10 depicts the Patient's Drawer Page. On the top
of the page, the user's full name and previously registered email
address will be shown. It will display once the current user has
logged in. Then, the menu button then includes a button for
information that the dentist may want to display, such as a
promotion, a button for the user's profile that shows their
information and allows them to edit it, a button for scheduling
an appointment, a button for their scheduled appointment, a
button for rating the app, and a button for logging out of the
application.

The dentists' drawer page is shown in Fig. 11. The patient's
entire name and email address are visible at the top as additional
information to the dentist. The dentist will then have several
buttons: Patient List, Appointment, Save Record, Post, and
Logout. The Patient List button can be used to check the total
number of patients, Appointment button can be used to check
the patient's appointment, Save Record button can be used to
enter the patient's record and send it to a blockchain service,
Post button can be used to send announcements to the user, like
a promaotion, and Logout button can be used to log out of the
application.

04T B - 0349 BM g -
Start Record Record
Total Patient Total Record
pare

eDAFA4430A44b1 _';mhmnmm,u

Name:Razi

Enter Record Mame
Name:Razi w
Record:Braces
Name:Azrie m
Record:Beaces

| o £ i

Fig. 13.

Fig. 12. Dentist’s Add Record Page

Page

Dentist’s Save Record

Fig. 12 depicts a Save Record page. After the dentist has
clicked the save record button, this page will load. As
mentioned previously, dentists must input the record name,
which functions as a folder name. The dentist must then click
the Record button in order to go to the Add Record Page.

Fig. 13 depicts the Add Record Page. This page will be
displayed once the dentist clicks the record button in Fig. 12.
On the top, the dentist will see the overall number of patients
and the total number of records kept. Next, on the text box, the
dentist must enter the patient's name, the completed treatment,
and the contract address obtained from the MetaMask account.
The contract address is used for dentist to add the record in
blockchain. To add the record to the block via a Goerli Test
Network transaction, the dentist must next click the Add button
on the right side of the text field. The block will be create based
on the data that enter in the current text box. The data then will
make a transaction through a solidity to check either the data is
valid based on the contract address obtained from MetaMask.
After the validation, it will create a block to save the record in
blockchain. Therefore, the Save button trigger the total record
that has been held before.
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B. Implementation of Blockchain

DEPLOY & RUN TRANSACTIONS

Injected Pro

(=Y

OX7ES5..41774 (0.2474706092295

3000000

0

Appointment - block sol

Fig. 14.  Smart Contract in Remix IDE

The smart contract in Remix IDE is depicted in Fig. 14.
Remix IDE provides an interface where solidity contracts may
be authored and subsequently distributed on the blockchain.
The first line of pragma solidity >=0.5.0 0.9.0 states that the
source code is for a version of Solidity more than or equal to
0.5.0 but less than 0.9.0. A contract is a grouping of information
about its purpose and location on the Ethereum Blockchain.

A public state variable of the type string is declared on the
line string public. A function that allows access to the current
value of the state variable from outside the contract is
automatically generated when the term public is used. There is
no way for another contract to access the variable without the
public keyword. The constructor function is a specific function
that is carried out once upon contract formation and cannot be
used again. In this instance, it will retrieve the string value, put
it in the memory data storage region, and set it to the currently-
called value. On the right side of each method, the expected cost
of gas is displayed.

The gas costs must be paid to the miner in order for the
transaction to be verified once the block is formed. The contract
will then be compiled prior to the deployment process, allowing
the developer to recheck the programme code and repair any
errors that may have occurred. The process of deploying onto
the blockchain will then be complete. MetaMask will be used
in this procedure to execute contract deployment transactions.

This MetaMask features an ether that functions as a token,
thus if a contract is deployed, the transaction fee will be charged
to the owner of the device doing the operation. As it will interact
with MetaMask, the Injected Provider MetaMask will be
selected to link the owner's MetaMask wallet account in order
to complete the transaction. The deployment process can then
be completed.
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Creation of contract in the blockchain

Fig. 15.

Once the contract deployment process has been started
using Injected Provider with MetaMask, it should prompt the
user to approve the transaction, pay for gas, and wait for the
transaction to be mined. In the Remix IDE, the terminal will
display information relevant to each transaction result. After the
contract has been successfully deployed, it will generate a
transaction hash, gas fees, transaction cost, and additional
information as depicted in Fig. 15. A transaction hash may be
used to determine whether or not the contract was successfully
produced into the block.

@Et.herscan AIFiers v | SearchbyAddress / Txn Hash / Block / Token/ Ens
o — Wome Sk« Toers + Moc +
Transaction Details ¢ >

O e

[ This is @ Goerl Testnet transaction only |

@ Transaction Hash: 1da0f683c ©

@ Status: © Success.

@ Block: © 7646375 12420 Block Confiemations

@ Timestamp: © 2 days 2 hws ago (Sep-23-2022 05:09:36 PM +UTC)

@ From: 0x7e5b3931cb96¢3b0a6249cc69deS515041774 ©

T [

@ Value: OEmer ($0.00)

@ Transaction Fee: 0.002528945011127358 Ether  (50.00)

@ Gas Price: 0.000000002500000011 Ether (2500000011 Gwei)

Fig. 16.  Transaction Details of Deploy Smart Contract

The Transaction Details of the Deploy Smart Contract are
depicted in Fig. 16. A developer starts a transaction through
their MetaMask wallet when transferring an asset from their
wallet address or contract address. A transaction hash, also
known as Transaction ID, is assigned to the transaction once it
has been created. This serves as a transaction reference number
for all parties involved.

This Etherscan displays the status and details of every
transaction. After the transaction has been made, it is broadcast
to the network and added to the transaction pool. From this
transaction pool, miners select transactions to include in a
blockchain block. Once the transaction has been picked up and
validated by a miner, it is considered successful and complete.
The "Success" status displayed on the Etherscan Transaction
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Details Page as shown in Fig. 16 indicates that the transaction
has been confirmed.

B Address (x7E5B3831CFb96c3b0AG240cc69F DeS515F417T4 (0 (8
Overview Mo Info

Balsncs 0.2474TOS2N285552587 Ether My blams Tag Mot valsble

Age From T To ¥ Vailue TanFee

1 day B bes ago Ox7eS35 lb6c3bda B @ OncadaddeB380eITHT2 0 Ether

1 day 6 e ago [ HE T o 0Ether

2dap2hmage  OxTeShISIich9GcHda. o 0 Ether

Ox7oSb383 1fbGc3hla. - [T

2days 2hm ago 0 Ether

Transaction Based on MetaMask Wallet Address

Fig. 17.

The Transaction based on the MetaMask Wallet Address in
Etherscan is depicted in Fig. 17. When exploring a wallet
address on Etherscan's "Transaction" page, a list of all ETH
transactions (Txn Hash) connected with the MetaMask Wallet
will be displayed. All transactions associated with this dentist's
wallet address are displayed in the above diagram. All of the
dentist's transactions will be assigned a transaction hash, a
unique string of letters and numbers that identifies a transaction
on the Ethereum blockchain.

The “Method” column then displays a description of the
transaction's operation. For instance, dentists can add the
patient to the smart contract, which will then display the block
number for this transaction. The “From” column contains the
wallet address of the dentist who initiated the transaction. The
“To” column identifies the smart contract that was invoked to
execute this operation. The value in Fig. 17 represents the
amount of ether that was exchanged. Txn charge represents the
cost paid to verify this entire transaction, indicating that the
dentist added the patient's information to the smart contract.

C. User Testing

The user tested the system to ensure that it satisfied his or
her needs for use. To test the system, A tester who has some
information technology experience will be chosen to test the
system. They received a user's manual with instructions on how
to operate the equipment. Users were given a questionnaire on
their experiences with the software, including whether or not it
satisfied all of the requirements, after the system had been
evaluated. The user has been divided into the patient and dentist
groups.

TABLE Ill. PATIENT AND DENTIST TESTING
No Test Expected Output Result
Sign up
- Valid email Sign-up has
- Valid username
1 | - Valid password successfully done, | ¢ )0 opog
and it will show the
- Input address homenage
- Input phone number Pag
- Send verify email
Signin Sign in successfully
2 | - Enter avalid email and navigate to the SUCCESS
- Enter a valid password homepage
Forgot password
- Enter a valid email Password change
3 1. Link sends to valid email | and update new SUCCESS
- Change password
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TABLE IV. PATIENT TESTING

No Test Expected Output Result
Booking appointment Successfully
- Select date booking and
1. Select a time slot updating in the SUCCESS
- Book Appointment booking list
Display profile image
- Edit profile Manage to update
2. Input data in the required profile SUCCESS
textbox
3 Inf(_)rmatlon page Can view the SUCCESS
- View Announcement announcement
4 Delete or cancel the Booking SUCCESS
booking successfully delete
TABLE V. DENTIST TESTING
No Test Expected Output Result
S e
1 - Enter user details - SUCCESS
- Enter record detail transaction to the
blockchain
: ; Successfully show
o | Display booking booking SUCCESS
appointment -
appointment
Add information or make Successfully send to
3 an announcement the user SUCCESS
4 | Display Patient list View list of patients SUCCESS

VI. CONCLUSIONS

This project's objective is to develop a dental service
application that leverages blockchain technology to automate
data protection and store patient records in a secure location.
Additionally, blockchain usage is extremely restricted, and the
records that will be supplied to patients must be meticulously
vetted and maintained so that user data is not exposed to severe
dangers. Moreover, this application provides merely a
conventional booking application, but there are security
weaknesses in this system as soon as it is proposed that are
highly harmful if the application intends to continue without the
data security component. Besides that, there are a growing
number of initiatives to put more and more apps on blockchain,
making scalability a significant hurdle to blockchain's
widespread adoption in real-world business environment.
Nevertheless, despite numerous tries, certain extremely
essential objectives which is to improve the record system using
Ethereum smart contract using Solidity programming language
and deploy it to a blockchain are achieved. The smart contract
has generated in the blockchain, which includes transactions for
data uploads via MetaMask. The deployment of the smart
contract utilizing solidity in conjunction with the MetaMask to
generate transactions and Infura as the endpoint was successful.
Experiments involving the transmission of a record via an
application through MetaMask and the solidity's maintenance
of the record within the newly-created block provide more
support.

It is vital to develop and modify functionality in this system
to make it more user-friendly. Numerous proposals for future
enhancements to this system could be developed in light of
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recent developments and user requirements. Some suggestions
for increasing the performance of this system include
incorporating as many user-friendly features as feasible. To
prevent consumers from carrying huge quantities of cash or
going cashless, implement an online payment capability.
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