International Journal of Innovative Computing 14(1) 37-41

UNIVERSITI TEKNOLOG! MALAYSIA

INTERNATIONAL JOURNAL OF

INNOVATIVE COMPUTING

ISSN 2180-4370

Journal Homepage : https:/ijic.utm.my/

Fearless - Next-Gen Solution for Preventing Sexual
Harassment and Physical Violation

Maliha Shahed' & Radziah Mohamad?
Faculty of Computing
Universiti Teknologi Malaysia, 81310 UTM Johor Bahru,
Johor, Malaysia
Email: shahedmalihal 8@gmail.com!; radziahm@utm.my?

Submitted: 17/1/2024. Revised edition: 28/3/2024. Accepted: 12/5/2024. Published online: 31/5/2024
DOIL: https://doi.org/10.11113/ijic.v14nl.464

Abstract—In a world where safety is a growing concern, sexual
harassment and physical violence have become significant societal
concerns. A particularly pressing need for action and reduction in
the alarming number of rape cases and violence against women
can be seen especially in developing countries, where rape cases
and violence against women are on the rise. In order to protect
themselves from potential predators and criminals, women must
remain vigilant. Developed to empower women during such
harrowing incidents, Fearless is a groundbreaking mobile
application designed to prevent sexual harassment and physical
violence. Using the Google Firebase platform, this innovative
application allows users to instantly share their location with
trusted contacts to startle potential attackers, share their
experiences, or raise awareness. As a result of its interface design
principles, Fearless has a highly manageable, user-friendly, and
efficient mobile interface. In addition to its compatibility and
convenience, it facilitates seamless data management by
integrating with NoSQL systems. The system development plan
was successfully implemented using the agile process after
rigorous comparisons with existing and proposed systems.
Fearless emerged as the ideal solution, shaping the entire
architectural design. In order to ensure the application's reliability
and effectiveness, post-development testing, including black box
testing and user acceptance testing, was conducted.

Keywords—Mobile solution, NoSQL system, MVC architectural
pattern, Agile Process

I. INTRODUCTION

Sexual harassment [1] encompasses any unwelcome sexual
behavior that is offensive, demeaning, or intimidating, whether
through explicit or implied sexual innuendos, including the
inappropriate promise of rewards in exchange for sexual favors.
This misconduct can manifest in various forms, such as written,
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verbal, or physical, in-person, and online communication. Acts
like unwanted touching, verbal sexual comments, solicitation
for sexual acts or favors, lewd stares, suggestive gestures or
body movements, sexually explicit jokes, and comments, as
well as criminal offenses like obscene phone calls, indecent
exposure, or sexual assault, all fall under the umbrella of sexual
harassment.

The act of harassment [2] can occur in many different
settings and circumstances, including the workplace, the home,
school, religious institutions, and public places. The harassment
can even occur in the confines of one's own home, perpetrated
by individuals near to one. Both harassers and victims may
belong to any gender or ethnicity. However, sexual assault
carries a more specific definition, although it is related. An act
of sexual misconduct occurs when sexual contact or conduct
occurs without the consent of the victim and often involves
physical violence.

Alarming statistics reveal that approximately 81% of
women worldwide have encountered some form of sexual
harassment, ranging from rape and physical violence to street
harassment and inappropriate touching [3]. This epidemic is
escalating, spreading like wildfire. Women, in particular, live
in constant fear of sexual assault, enduring derogatory
comments about their bodies and attire, unwarranted physical
contact, and even violence at the hands of those they know and
trust. In Bangladesh, the rape rate has surged, with an average
of over four rape cases reported daily, painting a grim picture
of the escalating crisis. With the government's response falling
short, women must arm themselves with awareness,
knowledge, and emergency measures to protect themselves
from these dire situations.
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II. RELATED WORKS

As of now, there are several existing systems in this world
for preventing sexual harassment and physical abuse. Among
them are Joy [4], Circle of 6 [5], bSafe [6], and Safecity [7]. As
of now, there are several existing systems in this world for
preventing sexual harassment and physical abuse. Among them
are Joy [4], Circle of 6 [5], bSafe [6], and Safecity [7].

Joy [4] uses a time password (OTP) to register the users.
This smartphone application, which aims to combat violence
against women and children, includes an emergency button that
sends text messages requesting assistance to the local police
super and metropolitan deputy police commissioner. Users can
also contact their friends and family or call any national help
center. This app also has a feature where victims can make a
complaint legally to the national helpline with all the
information.

Circle of 6 [5] sends prewritten text to friends while also
tracking the user's live location. When the user leaves her
house, they open up the app. In the event of an assault, users
can make a plan of what actions they want to perform by the
application. The program delivers a message to six people in
the user's circle which is prewritten by the user herself and it
also contains the live location of the user.

The bSafe [6] app allows users to select a guardian who can
monitor them in different places through live streaming video
and GPS tracking while at the same time providing the "follow
me home" feature to ensure their safety. In spite of the app's
widespread availability, Norwegian and English are the only
languages available. It requires a subscription.

As a platform as a service, Safecity [7] assists communities,
police agencies, and local governments in preventing violence
in public and private settings. In order to uncover patterns and
crucial insights, the technological stack collects and analyzes
anonymous, crowd-sourced reports of violent crime.

As with the proposed system, all the applications and
systems use GPS, WiFi, cell, and SMS technology, which are
all similar technologies. Most of the applications require a
mobile phone to operate. All applications maintain some
common functionalities, but each application maintains its own
unique characteristics to maintain its uniqueness by having its
own unique features. It is common for the existing system and
the proposed system to have the following functionalities:
sending SMS messages, a notification system, making calls, or
sending photos or videos to seek help. The following
technologies are required for the development of Fearless
applications: Flutter, Firebase, call, cell, Wi-Fi, GPS, SMS, and
alarm.

However, the application for the prevention of sexual
harassment is still scarce. Due to the increasing incidences of
sexual harassment and physical violation in developing
countries, combined with limited government resources, it is
imperative to develop and implement a sexual harassment and
physical violation application. An application of this type can
assist in empowering individuals, raising awareness, assisting
them immediately, and contributing to a more secure and safer
society.
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III. METHODOLOGY

In order to develop mobile solutions effectively, agile
methodologies align with the wunique challenges and
characteristics of the mobile app ecosystem and are therefore
appropriate. In addition to promoting flexibility, user-
centricity, rapid time-to-market, and a commitment to
continuous improvement, it promotes continuous improvement,
all of which are essential to success in the rapidly evolving
mobile application world.

Agile's flexibility allows developers to adapt and make
changes as needed to ensure compatibility with different
platforms and devices in the mobile application ecosystem. As
user expectations and preferences can rapidly evolve, user
feedback is essential when developing mobile applications.
Agile allows for continuous user involvement, ensuring that the
app aligns with user expectations.

In order to ensure that the preliminary specifications and
user requirements are aligned with what the user wants, a
requirements-gathering phase was conducted Dbefore
developing the system. As part of the development, testing, and
release of the system, multiple iterations were conducted to
develop, test, and release features. As part of testing, validation,
and verification were performed to ensure the functionalities
were by the expectations of the user and that all functionalities
were functioning properly. If the requirements change during
the development process, the features of the system will be
tweaked again to meet the latest requirements, as shown in Fig.
1.

Implementation and Testing

Design and Analysis

QA/Acceptance Testing

Detailed Requirements Deployment

Evaluation

Fig. 1. Agile Process [8]

A. MVC Architecture

Fearless is developed using the Model View Controller
architectural style, which is composed of three main
components: Model, View, and Controller. It is the most
suitable architectural style to work with Flutter because it is the
latest architectural style that is compatible with Flutter. These
logical components have specific functions that together make
the system work. Flutter already provides all the packages for
this architectural style, which makes it convenient since it does
not require any extra plugins or custom syntax. Fig. 2 illustrates
the system architecture of Fearless.
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Fig. 2. MVC Architecture of Fearless

A Fearless model is a set of logical components related to
user-centric data that the user interacts directly with. It is
directly connected to the database, so everything related to data
will be reflected in the model. Fearless' view component
represents all the screens and interfaces that the user will
interact directly with, while the controller component is mainly
responsible for connecting the model to the view component.

B. Back-End Development

Using Cloud Firestore and Real-Time Database from
Google Firebase as the system database, Fearless did not create
any data tables because it is a No-SQL database. However, it
contains documents and data collections. Table 1 describes the
data for Fearless, which is comprised of two data collections
that are interconnected with a primary key.

TABLE 1. DATA DESCRIPTION FOR FEARLESS

Entity Description
User A general term that explains all the user data
Article A general term that explains all the user post details.

The Fearless data is stored in a cloud-based database system
known as Firebase, developed by Google. Firebase provides
two services for storing the database: Cloud Firestore and
Firebase Real-time Database. Firebase Realtime database is a
NoSQL cloud database that provides developers with the ability
to store and sync data of the relevant system in real-time. All
users connected to the database can access the real-time data.
User data is stored in Firebase Cloud Firestore whenever a new
user registers in an account, and it is updated whenever a user
modifies their profile data. In Fearless, Firebase Cloud Firestore
implements the CRUD (create, read, update, and delete)
system, as well as the possibility of storing user-generated
content.
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C. Front-End Development

It is based on the Flutter [9] framework and has a single
mobile-friendly interface. It maintains the same design
principles, resulting in an interactive user interface. With its
bold color scheme and easy-to-use icons and symbols, the
interface is easy to use for everyone and doesn't require any
assistance. In order to maintain the security of the application,
the Interface uses a built-in validation system that alerts users
to any incorrect input or validates user data. Fig. 3 illustrates
the front-end developed for Fearless, which redirects to the
device's built-in feature, ensuring the connection between the
application and the user's device.

Tap to Call

999

Fig.3 Fearless interfaces

IV. SYSTEM VALIDATION

The Fearless system is validated through three types of
testing: functional testing, user acceptance testing, and usability
testing

A. Functional Testing

Behavioral testing, also known as black box testing, is used
to confirm that each behavioral input leads to an accurate
system output. The Black Box Testing process should only
target inputs and outputs without regard to Fearless' internal
design. As well as facilitating seamless implementation of the
system, black box testing also facilitates the detection of any
inconsistencies or flaws in functional requirements by the
developer. Initially, use cases are used to create test scenarios
that include valid or incorrect inputs, execution routes, and
expected results. Following the execution of test cases, the
actual and expected outputs are compared to find errors. Table
2 presents a sample of Fearless' functional test cases related to
the Register function.
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TABLE 2. REGISTER FUNCTION TEST CASES

Test Test Steps Expected Actual Pass /
Case Output Output Fail
ID

TC1 i. The user fills in the Prompt error As Pass

email "wafal23hhh" message expected
ii. The user fills in the "Please enter
password "12$56A a valid email"
s*"

TC2 i. The user fills in Prompt error | As Pass
the password with | The message | expected
"@gh*34AM" "please enter

ii. The user fills in your email"
the confirm
password with
"@gh*34AM"

iii.  The User fills in
the first name with
"Maliha"

iv.  The User fills in
the second name
with "Shahed"

v. User clicks
"Submit"

TC3 i.  The User fills in Prompt error | As Pass

the first name The message | expected
with "Maliha" "Please enter

ii.  The User fills in valid

the second name password
with "Shahed" (minimum 8
iii.  The user fills in characters)"
the email
wafal23@gmail.
com

iv.  The user fills in
the password
"1234566"

V. The user fills in
the confirm
password
"1234566"

B. User-Acceptance Testing

As the final step of the software testing process, User
Acceptance Testing (UAT) allows potential end users to testify
the system under real-world conditions in order to ensure it
meets the requirements and is usable. In Fearless, UAT is
utilized to evaluate the system's usability and functionality. A
total of 20 women from various backgrounds participated in As
part of the UAT, participants were instructed to follow some
instructions, such as sending location information, sending
SMS messages, and ringing an emergency alarm, in order to
accomplish the tasks. All of the assigned functions were
completed by the participants, i.e., the UAT was 100% passed.

C. Usability Testing

A system usability scale (SUS) [10] was used to evaluate
the usability of the Fearless. Participants from User Acceptance
Testing (UAT) also participated in this assessment. Data have
been collected regarding the demographics of the participants,
the time required to complete each task, their satisfaction with
the testing conducted using the SUS, as well as feedback and
suggestions for future improvements to the system. A

40

calculation based on the SUS questionnaire resulted in Fearless
receiving a score of 95%, which is 5% less than the highest
possible score and above excellent in quality. Although the
system is not perfect in every way, the participants gave it a
high rating because they were satisfied with almost all of its
functionalities and the value it provided, especially during the
global COVID-19 pandemic. The Fearless System SUS score
scale can still be improved in the future. Fig. 4 illustrates this.

ACCEFTABILITY NOT ACCEPTABLE s MARGINAL v A_‘:.C_EP“_fE_A_.E‘ 900 e o
S nces | R M LSS SR
GRADE
scae L F [ e & TR
ADJECTIVE WORST BEST
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0 10 20 30 40 50 60 70 80 90ﬂ100

SUS Score 95%

Fig. 4. SUS Score Scale for Fearless

V. DISCUSSION

As part of its back end, Fearless has adopted several current
technologies, including NoSQL [11] databases. The adoption
of NoSQL databases in Fearless can provide the technical
infrastructure necessary to address these critical issues
effectively. As a result of these databases' scalability,
flexibility, and real-time capabilities, the application's impact
and success in combating harassment and violence can be
significantly enhanced. The country has a high rate of mobile
phone penetration due to its dense population. In most
developing countries, internet connectivity can be unreliable. A
NoSQL database can handle the rapid growth of user data,
ensuring that the application remains responsive and reliable
even as the number of users increases. NoSQL databases are
capable of supporting efficient offline data synchronization,
which enables users to report incidents and access resources
even when they are not connected to the internet [12].

As a tool for collecting data on incidents of sexual
harassment and violence, particularly in developing countries,
the application can be used to identify trends, hotspots, and
patterns that can assist law enforcement. policymakers in better
addressing the issue. The knowledge that incidents can be
reported and evidence can be collected through the application
may deter potential harassers and assailants, thereby reducing
the occurrence of such incidents.

VI. CONCLUSION

In developing countries, it is a valuable tool for collecting
data on sexual harassment and violence. Data collected through
the application can be used to identify trends, hotspots, and
patterns that can be used to assist law enforcement in reducing
sexual violence and harassment.uick response, fostering
community engagement, and ultimately creating a safer and
more secure environment for all individuals. By addressing
these critical issues through technology, we can work towards

IMAGINABLE
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a world where everyone can live free from the fear of sexual
harassment and physical violation.
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