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Abstract—Steganography is a technique which allows to hide
information or data inside a medium without giving an idea to
people that the hidden data even existed. In the medical field,
there are cases where patient’s medical images breached along
with their sensitive and personal data because of poor security.
This problem leads to a wanting of a good solution to have the
medical image with secured patient data. Here is where the image
steganography takes place to hide the patient data inside the
medical images. This study is conducted to determine the
effective image steganography algorithm to be used in the
medical field to embed the patient information inside their
medical images specifically in Computed Tomography (CT) scan
images. The image steganography algorithms that will be used in
this study are Least Significant Bit (LSB), Exploiting
Modification Direction (EMD) and Discrete Wavelet Transform
(DWT). The flow of the image steganography technique will be
studied and analyzed and after that, the algorithms will be
implemented with different file formats which are Portable
Network Graphics (PNG), Bitmap (BMP) and Joint
Photographic Experts Group (JPG) and different image sizes
which are 1024x1024 and 2048x2048 pixels. After that, the results
are evaluated with performance metrics which are Peak Signal-
to-Noise Ratio (PSNR), Mean Squared Error (MSE), Structural
Similarity Index Measure (SSIM) and Pairs Analysis. The results
are then compared to determine the best image steganography
algorithm along with the image file format which gives the
highest robustness, visual quality, security and imperceptibility.
The research result displays the EMD algorithm as the best
paired with BMP file format in image steganography where it
resulted in producing highest average of SSIM and PSNR which
is 1.0 and 67.421 respectively and lowest MSE average of 0.012
with no traces in pairs analysis.

Keywords—Steganography, Exploiting Modification Direction,
Least Significant Bit, Discrete Wavelet Transform
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I. INTRODUCTION

Steganography is an approach of hiding information in the
image, audio, or video file without giving idea to others that
the concealed information even existed inside the file. The
word steganography was derived from Greek word
steganographia which gives the meaning of “covered writing”
[1]. The medical field is going digital nowadays as the world is
turning digital. It concerned that unauthorized individuals
could access all their private and sensitive information.

Data breaches happened in the past. For example, In India
in the year of 2020, more than 120 million of patients medical
related images has been revealed [2]. The X-rays and scans
images have been leaked online for public access. According to
German cybersecurity firm Greenbone Networks, the patient
records, scans, and images containing information that is
intended to be kept confidential, such as the patient's name,
date of birth, national ID, name of the medical facility, medical
history, and physician names. Similar kind of incident
happened in 2019, where millions of American people’s
medical related photos can be disclosed on internet [3]
Moreover, the number of medical images shared online are
increasing because some people might do online consultations.
When storing or sending data for diagnostic reasons, it is
essential to consider the critical issue of medical image
security. So, image steganography is a great method for
enhancing the confidentiality of the medical images since it
does not give a clue to the people that hidden data exists in the
medical image.

The project will run within the following scope starting with
Spatial domain methods which are Least Significant Bit (LSB)
and Exploiting Modification Direction (EMD) algorithm and
frequency domain method which is Discrete Wavelet Transform
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(DWT) algorithm are compared. Secondly, Computed
Tomography (CT) scan images with Portable Network Graphics
(PNG), Bitmap (BMP) and Joint Photographic Experts Group
(JPG) file format are being used in this comparison. Thirdly, the
performance of the images in the different algorithms are
studied using Mean Squared Error (MSE), Peak Signal-to-Noise
Ratio (PSNR), Structural Similarity Index Measure (SSIM) and
Pairs Analysis. Fourthly, different sizes for all CT scan images
are used for comparison which are 1024x1024 and 2048x2048
pixels.

In this study, image steganographic algorithms will be used
to secure private and confidential information in medical field.
The results of this study will help medical organizations manage
medical data more efficiently and securely, especially during
storage and transmission of the data. The main benefit of this
will be a better understanding of how to apply three image
steganographic algorithms to different picture file formats and
sizes. As a result, people can hide a secret image inside a cover
image to hide the data in an image file. This ensures that all
communications reach their intended recipient securely and
storing data inside image is stressless because no one will be
aware of the hidden data. So, no unauthorized person will be
able to view or change the data in the image which ensures
confidentiality, integrity and availability (CIA). Finally, the
results of this study will be extremely helpful to the upcoming
academic researchers when it comes to image steganography.
Future researchers can learn about the Least Significant Bit
(LSB), Exploiting Modification Direction (EMD) and Discrete
Wavelet Transform (DWT) algorithms and its performance to
determine robustness, visual quality, and imperceptibility.

The aim of this project is to determine the best image
steganography algorithm from the chosen algorithms along with
the image file format which gives the highest robustness, visual
quality, and imperceptibility.

This paper is structured as follows: Section Il represents the
literature review and methodology in Section Ill. Result and
analysis are illustrated in Section IV. Finally, the conclusion
and recommendation were made in Section V.

Il. LITERATURE REVIEW

To clearly understand this research, literature review was
done in steganography. Image steganography algorithms and
related past research papers were studied as well.

A. Least Significant Bit (LSB)

LSB is a popular approach for concealing and revealing
confidential information or data to cover images. This technique
normally uses LSB substitution and matching methods to
achieve the steganography in the cover images [4]. To hide the
data, some chosen least significant bits from the pixel of the
cover image are substituted and embedded with the secret
information or data. The LSB method can be selected on how
many bits of LBS pixels are needed to be substituted to hide the
data from 1 bit of LSBs to 7 bit of LSBs. The LSB method is
less complex to be used and it is flexible too [5].
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B. Exploiting Modification Direction (EMD)

The  Exploiting  Modification  Direction  (EMD)
steganography method is a popular embedding technique that
guarantees great fidelity for the stego-image. In this method,
the (2n + 1)-ary notational system is used. The n variable in it is
cover pixels amount. It transforms the secret data throughout the
EMD embedding process [6]. The range of the highest pixel
distortion values is just increased or decreased by 1 [7]. More
secret information or data can be hidden in the pixels in high
texture areas since the EMD method depends on a certain base
for determining the local pixel variation intensity in an image.
EMD also robust against the steganalysis which gives higher
security to the stego-image [8]. However, as the number of
chosen pixels rises, a smaller embedding capacity [9].

C. Discrete Wavelet Transform (DWT)

Discrete Wavelet Transform (DWT) is the technique of
decomposing a picture into multiple resolutions by expanding
the image over a collection of wavelet basis functions. DWT
algorithm transforms the image from spatial domain to
frequency domain. The popular type of DWT is Haar based
DWT technique (HDWT) [5]. During the DWT method, the
signal is divided into high-frequency band (H) and low-
frequency band (L). The low frequency band from the
decomposition will decompose again into high and low
frequency bands which will result to the total of four sub-bands
which are LL, LH, HL and HH [10]. LL is the low-frequency
sub-band, LH and HL are middle-level frequency sub-bands,
HH is high-frequency sub-band. Crucial information about the
image is in the LL portion. Stego-image can become distorted if
the secret data embedded in LL portion, but it also makes it
resistant to other attacks [11]. So, DWT technique uses HH sub-
band to embed the secret data into the cover image [12].

I1l. METHODOLOGY

Fig. 1 shows the overall framework of the experiment. The
experiment was divided into three parts where every one of the
part will be running on LSB, EMD and DWT. Each part of the
experiment was carried out with PNG, BMP and JPG images
with 1024x1024 and 2048x2048 pixel images as cover images
and an image with patient detail as the secret image. The
collection of data, the execution of the image steganography
technique and the testing of the algorithm was done for all the
parts of this experiment. The code for the algorithms was later
run using MATLAB for LSB and EMD while Visual Studio
Code for EMD to conceal the secret image inside the cover
image. The stego image which was the output image is tested
with the MSE, PSNR, SSIM and Pairs Analysis performance
measure metrics. The results were analyzed and evaluated
between the algorithms. The following are the research
framework which consist of 3 phases.
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Fig. 2. Overall framework for the experiment

A. Phase 1: Review, study and identify potential image
steganography algorithms

Image steganography algorithms are chosen which are LSB,
EMD and DWT. Then, properties of different image file
formats which are JPG, BMP and PNG are studied. Next,
previous research papers on image steganography were studied
to understand this research better. Then, performance measures
are chosen which are MSE, PSNR, SSIM and Pairs Analysis.

B. Phase 2: Design and Implement the experiment

Then, Input images to run the experiment were gathered. All
the 5 cover images and a secret image are prepared in JPG,
BMP and PNG file format as well as 1024 x 1024 px and 2048
X 2048 px sizes. Fig. 1 shows cover image 1,2,3 while Fig. 2
shows cover image 4,5 and secret image.

1k
CT_Scan_2.png
Fig. 2. Cover Image 1,2,3

CT_Scan_1.png

CT_Scan_3.png

CT_Scan_4.png
Fig. 3. Cover Image 4,5 and Secret Image

CT_Scan_5.png secr.png
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Then software to conduct the experiment, which are
MATLAB and VS Code was installed. Source code for the
algorithms was acquired and the experiment was conducted.
The source code for the algorithm was found in GitHub for the
collection of data as mentioned in [24], [25], [26] and [27].

C. Phase 3: Analysis, comparison, evaluation and discussion

The performance of the algorithms was analyzed based on
the results from MSE, PSNR, SSIM and Pairs Analysis. The
visual quality, security, robustness, imperceptibility of the
algorithm was then evaluated and discussed.

1) Visual Quality

The cover image's visual quality was affected by the secret
information that was embedded using any steganographic
technique. Even though it might not be immediately obvious to
the human eye, since there is changes made in the image the
quality is affected at least in a tiny portion [13]. It is crucial
that the embedding takes place without the cover picture
retracting significantly or losing its perceptual quality [14]. To
identify the visual quality, standard measurement procedures
such as PSNR and MSE value are used.

2) Security

The embedded algorithm is said to be secure if the
embedded information is not eliminated after being exposed by
an attacker since it depends on the full disclosure of the
embedded algorithm [14]. The data hiding approach should be
protected with data security to ensure that only intended or
authorized users can access it. It also has to do with preventing
unauthorized user recognizing concealed information [16].

3) Robustness

Robustness refers to the ability to withstand channel noise
or interface distortion intended to prevent the use of
steganography techniques [17]. In other words, it is the
capacity of the embedded data to remain unaltered when the
stego-image went to transformations such as scaling, rotation,
random noise addition, linear and non-linear filtering, and lossy
compression [18]. PSNR can used to represent distortion value.

4) Imperceptibility

It stands for the capacity to elude detection, that is, to go
undetected by the human eye. While not altering the image in a
way that can be seen by the human eye, some techniques may
nonetheless do so in a way that can be seen by statistical testing
[15]. There shouldn't be any noticeable visual artefacts in
stego-images. Higher fidelity of the stego-images indicates
better imperceptibility. Metrics that can be used to evaluate the
imperceptibility are by using the MSE, PSNR and SSIM [19].

5) Mean Squared Error (MSE)

MSE is the squared failure among the cover image as well
as the stego-image that has been incrementally increased over
time. The discrepancy among numbers entailed by the
approximator and the actual numbers get approximated is
measured using the Mean Squared Error (MSE). As it
compares the cover image and the stego-image, the higher the



Kabilashwaran A/L Selvarajan & Yusliza Yusoff / 1JIC Vol. 14 No. 2 (2024) 65-71

MSE value tells that the error is higher [20]. The formula of the
MSE is as the equation 1 below where n is the point of data,
Y _iis value that is observed, and Y " i is the predicted value:

MSE = ZXI,(¥; - F;)° )

6) Peak Signal-to-Noise Ratio (PSNR)

As the name suggests, PSNR is the ratio of the peak signal
and the noise in the image. The effectiveness of steganography
is indicated by the PSNR rate where the greater the PSNR, the
better the steganography algorithm [20]. PSNR needs the MSE
value to be calculated. The PSNR value more than 40db is
considered great image quality [21]. The formula of the PSNR
is as the equation 2 below:

PSNR =10 x log(o—) @)

7) Sructural Similarity Index Measure (SSIM)

The Structural Similarity Index Measure (SSIM) is a model
based on perception. Image degradation is viewed in this
manner as an alteration about the way the structural
information is detected. Moreover, luminance masking as well
as contrast masking aspects also it takes effect. The perceived
quality of images is estimated using SSIM as it compares the
similarities among the cover image as well as the stego-image.
The formula of the SSIM is as the equation 3 below where p_x
and p_y is pixel mean sample, p x*2 and p_y”2 is variance,
o_xy is cross-correlation for x and y respectively:

SSIM(x. y) {2.“1'.“_1' + '5'1.]':2'51'_1' + c2)
M{x,y)=—"F>"7 P
TR g 40 + i 4 ©)

8) Pairs Analysis

Pair Analysis is a steganalysis technique which used to
detect camouflaged information or data in an image that looks
at the statistical properties of the differences between adjacent
pixel values. The technique concentrates on looking at the
absolute differences between neighbour pixels because
steganographic techniques usually alter pixel values only a
little to hide information [22]. By calculating the differences, a
"pair-difference map" is generated where deviations from
natural image statistics are highlighted. Pairs analysis can
efficiently detect the existence of undisclosed data through
spotting these irregularities on the pair difference map [23].

IV. RESULT & ANALYSIS

This section discusses the experiment result that was
conducted using LSB, EMD and DWT algorithms and three
different image formats which are PNG, JPG and BMP. LSB
and DWT were implemented in MATLAB while EMD was
implemented in Visual Studio Code.
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TABLE I. PSNR VALUES FOR 2048 X 2048PX IMAGES

PSNR (dB)

Cover Image Image Format LSB EMD DWT
1 31.895 67.872 32.770
2 -bmp 30.969 68.075 32589
3 31.256 67.857 32.613
4 30.369 65.557 33.035
5 30.719 67.745 33.047
1 31.740 65.421 32.757
2 30.944 65.333 32.586
3 .png 31.140 65.494 32.603
4 30.256 65.225 33.032
5 30.596 65.410 33.011
1 31.505 65.168 32.622
2 30.783 65.302 32.511
3 ipg 30.957 65.192 32.550
4 30.274 65.228 32.965
5 30.715 65.468 32.849

Table | shows the comparison of PSNR values for the
images in LSB, EMD and DWT algorithms. Overall, EMD
algorithm’s 2048 x 2048px image with BMP file format gave
the best result among all the data. The EMD produces
significantly higher value compared to LSB and DWT. This
indicates that the EMD algorithm with BMP file format and
2048x2048px image size is the best pair for producing high
quality stego-image compared to LSB and DWT algorithm.

TABLE Il. MSE VALUES FOR 2048 X 2048PX IMAGES

MSE
Cover Image Image Format LSB EMD DWT
1 42.029 0.011 34.360
2 -bmp 52.021 0.010 35.821
3 48.698 0.011 35.624
4 59.727 0.018 32.327
5 55.107 0.011 32.241
1 43558 0.019 34.466
2 52.317 0.019 35.847
3 png 50.018 0.018 35.707
4 61.303 0.020 32.350
5 56.687 0.019 32.500
1 45.977 0.020 35.557
2 54.303 0.019 36.471
3 ipg 52.172 0.020 36.146
4 61.052 0.020 32.857
5 55.152 0.019 33.745
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Table Il shows the comparison of MSE values for the
images in LSB, EMD and DWT algorithms. The table clearly
shows the effectiveness of EMD algorithm in terms of the
MSE values where it produces lowest MSE values than LSB
and DWT especially in bmp images makes the EMD algorithm
as the most practical and secure to be used. This shows that
EMD is more robust, imperceptible and closest quality to the
actual cover image.

TABLE I1l. SSIM VALUES FOR 2048 X 2048PX IMAGES

SSIM
Cover Image Image Format LSB EMD DWT
1 0.962 1.0 0.986
2 -bmp 0.925 1.0 0.994
3 0.941 1.0 0.990
4 0.956 1.0 0.996
5 0.908 1.0 0.995
1 0.838 1.0 0.991
2 0.882 1.0 0.995
3 .png 0.804 1.0 0.994
4 0.954 1.0 0.997
5 0.806 1.0 0.994
1 0.725 0.999 0.993
2 0.781 0.999 0.996
3 Jpg 0.742 0.999 0.996
4 0.961 0.999 0.996
5 0.835 0.999 0.991

Table 111 shows the graphical comparison of SSIM values
for Images in LSB, EMD and DWT algorithm. The EMD
algorithm gave a value of 1.0 for both BMP and PNG image
and 0.999 for the JPG image. The structural information
alteration in EMD algorithm’s BMP and PNG images were
stayed undetected by the SSIM algorithm which shows the
effectiveness of EMD algorithm on embedding data inside the
cover image without compromising the structure of the image.

TABLE IV. PAIRS ANALYSIS IN 2048 X 2048PX IMAGES

Pairs Analysis

Cover Image Image Format LSB EMD DWT
1
.bmp
2
3
4
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Pairs Analysis

LSB

Cover Image
5

Image Format

-png

Jpg

Based on the result in Table IV, the hidden information
details from the stego-image can be seen partially in the LSB
algorithm images using Pairs Analysis. Each and every Pairs
Analysis results from LSB algorithm stego-images produced
the partial structure of the secret image that used in this
research experiment. This applies to all the image file formats
used in this experiment. Even though it does not reveal the
complete details of the information at the top left corner, the
leak of the information indicates a lower level of security from
the LSB algorithm compared to EMD and DWT. It is proven
that the LSB isn't that robust, given that the two other
algorithms secret image information couldn't be detected.

V. CONCLUSION AND RECOMMENDATION
For all the five images, EMD algorithm gave the highest

PSNR value and lowest MSE values. Similarly, BMP image
file format in 2048 x 2048 px image size particularly
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performed so well. EMD algorithm also produced stego-image
with similar structure with the cover image where it gives 1.0
value which is the highest value for SSIM performance
measure for all the tested images in BMP and PNG file format.
This really proves the exceptional stego-image quality
produced by the algorithm. The Pairs Analysis result for the
EMD also did not make any traces for the secret image
information. It shows that the algorithm has high security and
robustness. So, EMD image steganography algorithm is the
most effective in hiding the image data with highest
imperceptibility, robustness, security and great image quality in
medical field especially in CT scan images
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